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Card Present Connect |
Mass Transit Developer
Guide

This section describes how to use this guide and where to find further information.

Audience and Purpose This guide is written for application
developers who want to integrate payment
processing for mass transit fare collection
systems. These services are available using
only the REST API.

Implementing these services requires
software development skills and knowledge
and understanding of the card scheme
mass transit rules. You must write code
that uses the REST APl request and
response fields to integrate the payment
services into your existing mass transit fare
collection system.

Conventions These special statements are used in this
document:

Eljn Important

An Important statement
contains information essential to
successfully completing a task or
learning a concept.

A Warning

A Warning contains information
or instructions, which, if not

Cybersource Card Present Connect | Mass Transit Developer Guide
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heeded, can result in a security
risk, irreversible loss of data, or
significant cost in time or revenue
or both.

Related Documentation Visit the Cybersource documentation hub
to find additional technical documentation.
Contact the card schemes for these
technical documents:

Mastercard Global Transit
Implementation Guide

Mastercard Transit Solutions
Mastercard Transit Terminal
Requirements

Visa Contactless Transit Implementation
Guide

Visa Contactless Transit Terminal
Implementation Guide

Visa Transforming Urban Mobility

Customer Support For support information about any service,
visit the Support Center:
http://support.visaacceptance.com

Recent Revisions to This Document

25.02
Transaction Types Updated the first ride risk (FRR) transaction
type descriptions for field values TransitDA
FRR MIT DR auth and TransitDA FRR tap DR
auth. See Transaction Types on page 48.
25.01
Discover Added support for Discover cards in the

U.S. See these sections:

Discover Aggregated Transactions on
page 16

Discover Mass Transit Model on page
25

Discover Pay As You Go Workflow on
page 33
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Discover Authorization with EMV Data on
page 61

Discover Sale with EMV Data on page

72

24.07

Updated the journey history information. See Journey History Service on page 21.
Added lists of required fields for services using EMV and card data. See Mass Transit
Payment Services Using EMV and Card Data on page 46.

VISA Platform Connect: Specifications and
Conditions for Resellers/Partners

The following are specifications and conditions that apply to a Reseller/Partner enabling

its merchants through Cybersource for Visa Platform Connect (*VPC”) processing. Failure
to meet any of the specifications and conditions below is subject to the liability provisions
and indemnification obligations under Reseller/Partner’s contract with Visa/Cybersource.

1. Before boarding merchants for payment processing on a VPC acquirer’s connection,
Reseller/Partner and the VPC acquirer must have a contract or other legal agreement
that permits Reseller/Partner to enable its merchants to process payments with the
acquirer through the dedicated VPC connection and/or traditional connection with
such VPC acquirer.

2. Reseller/Partner is responsible for boarding and enabling its merchants in accordance
with the terms of the contract or other legal agreement with the relevant VPC acquirer.

3. Reseller/Partner acknowledges and agrees that all considerations and fees associated
with chargebacks, interchange downgrades, settlement issues, funding delays, and
other processing related activities are strictly between Reseller and the relevant VPC
acquirer.

4. Reseller/Partner acknowledges and agrees that the relevant VPC acquirer is
responsible for payment processing issues, including but not limited to, transaction
declines by network/issuer, decline rates, and interchange qualification, as may be
agreed to or outlined in the contract or other legal agreement between Reseller/
Partner and such VPC acquirer.

DISCLAIMER: NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR LIABLE

FOR ANY ERRORS OR OMISSIONS BY THE VISA PLATFORM CONNECT ACQUIRER IN
PROCESSING TRANSACTIONS. NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE
OR LIABLE FOR RESELLER/PARTNER BOARDING MERCHANTS OR ENABLING MERCHANT
PROCESSING IN VIOLATION OF THE TERMS AND CONDITIONS IMPOSED BY THE RELEVANT
VISA PLATFORM CONNECT ACQUIRER.

Cybersource Card Present Connect | Mass Transit Developer Guide
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Introduction to Card
Present Connect | Mass
Transit

Card Present Connect | Mass Transit is the Cybersource solution for processing
transactions using card scheme mass transit models. Cybersource mass transit
processing is based on the global standards established by the card schemes for a
reliable, scalable, and secure EMV contactless fare collection system.

Supported card types:

American Express
Discover (U.S. only)
Mastercard

Visa

Rider Benefits

Mass transit riders should experience these benefits:

Retail-like experience where the contactless device and the reader communicate over
the contactless interface to perform a contactless transaction.

Fast, contactless tap to enter and exit.

Payment card data protection.

Single, combined payment for multiple trips during a set period, usually at the end of the
day.

Ability to request journey history and corresponding receipt.

Travel fare total on payment card statements.

Similar fare collection experience on multiple transit systems in other cities and
countries.

Cybersource Introduction to Card Present Connect | Mass Transit 10
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Transit System Benefits

Mass transit systems will benefit in these ways:

Lower ticketing overhead without ticket booths or paper tickets.
Ability to track riders when they tap to enter and exit.

Flexible fare management

Riders pay as they go.

Fares are aggregated for one payment transaction each travel period.

Merchant protection.

Encrypted payment data.

First Ride Risk in supported regions.

Debt Recovery.

Mass Transit Terminology

Account Verification Request (AVR)

Aggregated

Back office

Card hash

Combined data authentication (CDA)

Deferred authorization

Deny list

Cybersource Introduction to Card Present Connect | Mass Transit

Zero amount authorization request that you
send to determine whether the payment
card is valid.

Transaction in which you calculate the fare
based on multiple contactless card taps for
trips during a predetermined time period,
usually 24 hours, processed as a single
transaction.

A component within your transit systems
that processes the taps received from
transit readers, and that performs any or all
journey construction, fare calculation, risk
management, and payment processing.

One-way hash token ID of the payment card
data that is used to maintain the deny list.

Authentication technique that uses a
combination of card and transaction data.

Combined authorization and capture
request, also known as a sale, for
aggregated fare payments.

List of cards that failed ODA because of
an unsuccessful AVR or transit payment.
It is used for blocking cards that have

not been accepted for travel within your

"
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Deny list manager

First ride risk debt recovery

Instrument identifier token

Journey construction

Mobility and Transport Transaction (MTT)

Offline data authentication (ODA)

Pay As You Go (PAYG) for Mastercard

Payment instrument token

Retail

Tap

Ticket inspection

Cybersource Introduction to Card Present Connect | Mass Transit

transit system when you are processing
aggregated payments, such as the
Mastercard PAYG and Visa MTT models.

Manages the deny list and distributes it to
the validators.

Under specific and limited conditions
established by the card schemes, you

can recover the cost of the first ride

by capturing a declined authorization.

For details, refer to each of the card
scheme's rules for mass transit chargeback
thresholds and protection.

Token Management Service token that
stores the payment card number.

The process of analyzing individual taps
received from transit readers and forming
logical journeys performed by cardholders.

Visa model for contactless mass transit
payments for single or multiple modes

of transportation, which includes fixed,
distance-based, and time-based fares.

EMV security feature in which payment
cards are authenticated offline. ODA is
necessary so that cardholders can quickly
tap and enter the transit system. It is used
for aggregated transactions, such as
Mastercard PAYG and Visa MTT.

Mastercard model in which the fare is not
known when the cardholder taps their
card for travel. All cardholder taps are
recorded to calculate the fare and process
an aggregated payment.

Token Management Service token that
stores the instrument identifier token, card
expiration date, and billing address.

Transaction in which you process the
payment as a standard contactless retail
payment.

Refers to the act of presenting a
contactless card at a validator.

Process in which ticket inspectors verify
compliance with fare policies by checking

12
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paper tickets or using a portable terminal to
read the payment card.

Ticket inspectors Transit employees who travel on the transit
system to verify passenger travel status.

Transient token Unique, time-limited token ID that is
associated with the tokens created by TMS.
The validator forwards this ID to your back
office to use for payment transactions
and to manage tokens. Cybersource
automatically deletes this token after seven
days.

Travel period Period of time during which a traveler can
make multiple taps in and out of the transit
system, before you submit the final payment
transaction for the aggregated amount.

Validator EMV contactless card-present terminal
located at an automated turnstile device
where cardholders tap their card to enter,
and optionally exit from, the transit system.
Before allowing the cardholder to enter
the transit system, the validator checks the
deny list to ensure that the card has not
failed ODA.

Mass Transit Prerequisites

Before integrating Cybersource services for mass transit, you must have these systems in
place:

Merchant account with an acquirer that is enabled for mass transit transactions on Visa
Platform Connect.

Cybersource account for payment services.

Payment technology provider (PTP) that is integrated with Cybersource and can
perform message-level validation (MLV).

EMV Level 1 certified transit terminals and EMV Level 2 certified software in preparation
for EMV Level 3 Certification.

Related concepts

- Message-Level Validation on page 14
- EMV L3 Certification on page 14

Cybersource Introduction to Card Present Connect | Mass Transit 13
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Mass Transit Validation and Certification

Work with your payment technology provider (PTP) to allocate time to complete the
message-level validation (MLV) and EMV Level 3 certification with your mass transit fare
processing system. You must pass MLV before beginning EMV Level 3 certification. You
must complete validation and certification before your system can go live.

Message-Level Validation

Message-level validation (MLV) is a script-based field-level validation against
Cybersource specifications.

Your PTP uses amount-based test triggers to send transactions into a test environment
and the Visa Certification Management System for decryption. The test results are XML or
RESTful output, Business Center test transactions, and log prints.

Cybersource validates the results with these activities:

Cross edit checks

Data element validation
Interchange compliance
Data mapping validation

Related reference

- Transit Test Cases on page 144

EMV L3 Certification

This topic is an overview of the Level 3 accreditation with Cybersource and Visa Platform
Connect.

For details on how to design an EMV Level 3 certified payment application, find EMV Book 3
Application Specification at:

https://www.emvco.com/specifications/

Certification is a formal process to validate the device and application compliance with
card scheme acceptance regulations. The certification team uses a brand test tool and
simulator. The process involves:

Using a card simulator such as UL, ICC, or Fime.
Failed case analysis and resolution.

For Mastercard certification, your PTP submits results to Mastercard and pays the
costs for approved partners that Mastercard uses.

For Visa certification, Cybersource submits results to Visa.
Waivers from the card schemes for exceptions.

Card schemes responses or Letter of Approval (LOA) to signify acceptance and Level 3
certification.

The processes and support for Global Card Present Connect projects and direct
merchant and acquirer projects are different, but the timelines are essentially the same.

Cybersource Introduction to Card Present Connect | Mass Transit 14
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Mass Transit Transactions

Cybersource offers two types of transactions for mass transit fare collection and
management, aggregated and debt recovery.

Aggregated

This type of transaction uses a contactless terminal at points of access to the transit
service. The final fare charged is not always known at the time of travel. It is calculated at
the end of a travel period (typically 24 hours) based on journeys made during that period.

Cybersource Introduction to Card Present Connect | Mass Transit
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Aggregated Transaction Flow

Discover Aggregated Transactions

When the cardholder taps their card for travel, initiate an aggregated
transaction by requesting an authorization for 1.00 USD that includes the

Through web o MOTO

processinginformation.authorizationOptions.aggregatedAuthindicator field set to true. If

the issuer approves the authorization, subsequent taps do not require an authorization.
The capture amount must not exceed 15.00 USD in the US, and the capture date must not

exceed the aggregation duration of up to 14 days from the first tap transaction.

Cybersource Introduction to Card Present Connect | Mass Transit
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If the aggregate total nears the maximum aggregation amount, and the next tap will cause
the aggregation amount to exceed 15.00 USD, capture the existing aggregate total. Then,
authorize the current tap for 1.00 USD to begin a new aggregation cycle, and include the
processinginformation.authorizationOptions.aggregatedAuthindicator field set to true.
For more details about Discover aggregated transactions, see the Discover Global
Network Contactless D-PAS: Open Loop Transit Implementation Guide.

Debt Recovery

This type of transaction retrieves outstanding debt in the event of a decline of the
aggregated, end-of-day transaction. A debt recovery transaction is also required in
order to remove a card from a deny list. Card schemes require you to process merchant-
initiated debt recovery. You can also offer tap-initiated debt recovery at the transit entry
point or cardholder-initiated debt recovery online.

KEY;

"

Debt Recovery (+) Approved

a . E} Declined

B if bebow

debt recovery
Merchant initiated amount limit

l =5
: !

If transaction _ n @
exceeded debt Send a sale

5 i ik request
recovery limit ; Authorization
; declined
Keep an deny list )
. r L o
\L Kes o oo ey NsE
authorization
Approved

Rermove from ey st

Merchant-Initiated Debt Recovery Flow

Card Types and Transaction Models

These card types, transaction types, and acceptance models are supported.

American Express

Aggregated
Pay As You Go (PAYG) delayed authorization with the Expresspay transit policy

Cybersource Introduction to Card Present Connect | Mass Transit 17
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Discover
Aggregated, and only supported in the U.S.
Pay As You Go (PAYG)

Mastercard

Aggregated
Pay As You Go (PAYG)

Visa
Aggregated
Mobility and Transport Transaction (MTT)

All Card Types

Debt Recovery

First ride risk
Merchant Initiated
Tap Initiated
Cardholder Initiated

Aggregated Model with the Token Management Service

When you integrate aggregated acceptance models with the Token Management Service
(TMS), customer and payment data is tokenized, securely stored, and managed by

TMS, which simplifies your Payment Card Industry Data Security Standard (PCI DSS)
compliance for storing, processing, or transmitting cardholder information. PCI DSS
compliance requirements are for establishing and maintaining a reliable and secure
payment processing environment.

You can use TMS to store these types of data:

EMV track 2 equivalent

EMV tag-length-value (TLV) string of tags for use during payment authorization
Card number (TMS instrument identifier)

Card hash value (used within deny list management systems)

TMS uses a cryptographic base derivation key (BDK) to create tokens that represent the
customer and payment data. You store these tokens in your environment and databases
instead of customer payment details.

The aggregated model with TMS begins with the first tap of the card.

Cybersource Introduction to Card Present Connect | Mass Transit
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Transit Transactions with TMS

First Tap Process with TMS

This process begins when the rider taps their card at the validator.

1. Rider taps card at the validator.

2. The terminal uses the Level 3 payment application to generate a card hash and checks
the deny list for the card hash.

3. When the card hash is on the deny list, the card is not approved for travel and the
terminal does not open the gate.

4. When the card hash is not on the deny list, the card is approved for travel and the
terminal opens the gate and begins the account verification request (AVR) process.

5. The rider performs additional taps as required by the transit system during the travel
period.

AVR Process with TMS

This process begins when the validator sends the transient token data to the back office.
1. The validator sends this tap data to TMS to tokenize the data:

Transient token, in the ID field
Card hash

Cybersource Introduction to Card Present Connect | Mass Transit 19
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Fluid data descriptor, encoding, and value
2. TMS creates tokens of the tap data and stores the card hash with the tokens.

3. The back office performs a verification request as required by the card scheme transit
model.

4. The back office uses the transient token ID for these requests:

Retrieving the token IDs for debt recovery and BIN lookup requests
Performing an AVR, deferred authorization, and follow-on transactions

End of Travel Period Process with TMS

This process begins at the end of the travel period.

1. At the end of the travel period, the back office calculates the fare and sends a deferred
authorization, which can be a combined authorization and capture, using the transient
token ID in place of the card data.

2. If the authorization fails, the back office retrieves the card hash from TMS, adds the
card hash to the deny list, and begins the debt recovery process.

Debt Recovery Process with TMS

This process begins when your back office requests debt recovery.

1. In accordance with the relevant card scheme rule set, the back office requests a
merchant-initiated debt recovery using the instrument identifier token ID in place of a
card number.

2. When debt recovery is successful, the back office uses the card hash token to retrieve
the full card hash value.

3. The back office removes the card hashes from the deny list.

4. When the debt recovery fails, the associated card hashes stay on the deny list.

Additional Documentation
Token Management Service Developer Guide

Multiple Accounts for Processing Functions

Mass transit systems can have multiple accounts for each processing function.

Account 1: This account processes tap token create requests only. For this option, the
validators communicate directly with Cybersource. Using a separate account enables you
to deploy a separate security key to the validator system.

Account 2: This account processes payment requests using tokens. You can also choose
to further separate debt recovery transactions from standard payment transactions. In
that case, account 2a is dedicated to standard payment transactions, and account 2b is
dedicated to debt recovery transactions.

Account 3: This account processes card hash retrieval requests only. The responses
include the full, unmasked card hash value. Using a separate account enables you to
deploy a separate security key to the validator system.

Account 4: This account operates a customer service web portal where riders can make
journey history inquiries. The riders provide the card number to a hosted payment service
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(such as Cybersource Secure Acceptance) where they register as a user. Registration
produces the TMS instrument identifier token and the card scheme PAR value. These
values can be used by your back-office system to look up journey and billing information.

A

Start

Customer
service Portal
Llairney story)

il

Card presented via
web mobile or
MOTO interface

l

Be=ad and store

instrument identifler
token and PAR valse

@

Request CIT CNP
authorization and
token creation

=

Journey History Request with Token Creation

Journey History Service

Card schemes might require transit operators to provide cardholders with a journey
history service that enables the cardholder to view their journey history and receipt
information. Refer to card scheme documentation for more information about each card
scheme's requirements for journey history.

Payment Account Reference

Cybersource supports the use of the payment account reference (PAR) by providing the
PAR value in authorization responses when a PAR is available from the card issuer. The PAR
response field is processorinformation.paymentAccountReferenceNumber. Using the PAR
enables you to track card accounts when digital devices, such as smart phones and smart
watches, have a network token or DPAN that the card issuer provided to the device. You

can use the PAR to provide journey history to cardholders and to match the card account
FPAN and DPAN values.
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Merchant Descriptor

You can use the merchant descriptor feature to produce a transaction-specific reference
that cardholders can see on their card account statement. To use the merchant
descriptor feature, include the merchantinformation.merchantDescriptor.name field

in your authorization, credit, and capture requests. The value for the field must consist
solely of English characters.

Before implementing transit journey history functionality, confirm with your acquirer and
card schemes that the PAR and merchant descriptor features are supported.

For documentation regarding Cybersource card-not-present services that you can use to
support a transit system journey history service, see the Payments Developer Guide.

American Express Mass Transit Model

The American Express mass transit transaction model that is American Express PAYG with
delayed authorization using Expresspay transit policy. See American Express Pay As You
Go on page 22.

Characteristics of the American Express PAYG Model

Characteristic PAYG with Delayed Authoriza

tions
_________________________________________________________________________________________________________________|
Dedicated transit merchant category code (MCC) values

Population of transit access terminal indicator

Decline expired cards

Decline expired cards

Deny list capability

Account status check

Enhanced risk mitigation

Application transaction counter (ATC) synchronization

M
M
M
M
M
Transaction aggregation @]
M
)
@)
@]

PAN translation

American Express Pay As You Go

The American Express Pay As You Go (PAYG) model is a delayed authorization using the
Expresspay transit policy. These are the key characteristics of this model:

Journeys are multimodal.

Fares are based on distance.

Points of entry are contactless.

Accounts are verified with an authorization for a nominal amount or the maximum fare
amount.
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The deny list is checked so that cardholders with previously declined transactions can
be blocked.

Data can be authenticated offline to confirm that the card is valid.

Multiple card taps and fares can be aggregated into a single payment.

The deny list is automatically updated every 20 minutes.

The back office records all trips and fares in order to reconstruct journeys and
calculate the final fare.

When the nominal amount authorization is declined, debt recovery can be performed.
Standard follow-on payment services can be used to capture, reverse, or void
transactions.

Cybersource Introduction to Card Present Connect | Mass Transit
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American Express Authorization and Capture Options
You have two options for handling authorizations and captures.
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Option 1:

1. Send an authorization request for a nominal amount.

2. During the travel period, collect the rider's tap data to calculate the aggregated fare.
3. When the floor limit is reached, send a capture to collect the accumulated amount.

4. After completing the capture, return to step 1to handle subsequent trips and journeys.

Option 2:

1. Send an authorization request for a nominal amount.
2. During the travel period, collect the rider's tap data to calculate the aggregated fare.
3. If the number of trips exceeds the floor limit, send a delayed online authorization.

4. Upon completion of the delayed online authorization, return to step 1to handle
subsequent trips and journeys.

Implement the version that suits your business model. However, American Express
requires your payment technology partner (PTP) to support nominal and full value
authorizations during the L3 certification.

Discover Mass Transit Model

The Discover mass transit transaction model is Discover Pay As You Go (PAYG).

Discover Pay As You Go
These are the key characteristics of the Discover PAYG transaction model:

Journeys are multimodal.
Fares are based on distance.
Points of entry are contactless.

Accounts are verified with an authorization for a nominal amount or the maximum fare
amount.

The deny list is checked so that cardholders with previously declined transactions can
be blocked.

Data can be authenticated offline to confirm that the card is valid.

Token Management Service (TMS) option for managing sensitive authentication data
(SAD).

Multiple card taps and fares can be aggregated into a single payment.

The deny list is automatically updated every 20 minutes.

The back office records all trips and fares in order to reconstruct journeys and
calculate the final fare.

When the nominal amount authorization is declined, debt recovery can be performed.
Standard follow-on payment services can be used to capture, reverse, or void
transactions.
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Mastercard Mass Transit Model

The Mastercard mass transit transaction model is Mastercard Pay As You Go. See
Mastercard Pay As You Go on page 26.

Mastercard Pay As You Go
These are the key characteristics of the Mastercard Pay As You Go (PAYG) transaction

model:

Journeys are multimodal.

Fares are based on distance.
Points of entry are contactless.
Accounts are verified with an authorization for a nominal amount or the maximum fare

amount.

Cybersource
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The deny list is checked so that cardholders with previously declined transactions can
be blocked.

Data can be authenticated offline to confirm that the card is valid.

Token Management Service (TMS) option for managing sensitive authentication data
(SAD).

Multiple card taps and fares can be aggregated into a single payment.

The deny list is automatically updated every 20 minutes.

The back office records all trips and fares in order to reconstruct journeys and
calculate the final fare.

When the nominal amount authorization is declined, debt recovery can be performed.
Standard follow-on payment services can be used to capture, reverse, or void
transactions.

Cybersource Introduction to Card Present Connect | Mass Transit
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Mastercard Pay As You Go Model

Visa Mass Transit Model

The Visa mass transit transaction model is Visa Mobility and Transport Transactions (MTT).
See Visa Mobility and Transport Transaction on page 29.

Characteristics of the Visa MTT Model

Characteristics MTT

Designed for very high customer throughput. Yes

Fare amount always known at the time the journey is started. No

Transit reader accepts contactless payments only. Yes
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Characteristics MTT
__________________________________________________________________________________________________________|
Intended for complex fares, including “capping” or Yes
multimodal.
Allows accumulation of multiple journeys into a single Yes

transaction.

Account verification requests (AVRs) performed on card’s fir Yes

st use.

Special liability model included (chargeback threshold). Yes

Requires declined cards to be blocked using deny lists. Yes

Requires merchant back office for fare calculation. Yes

Intended authorization model. Deferre
d

Authorization resubmissions for debt recovery. Yes

Visa Mobility and Transport Transaction

These are the key characteristics of the Visa Mobility and Transport Transaction (MTT)
model:

Journeys are multimodal.

Fares are based on distance.

Points of entry are contactless.

Accounts are verified with an account verification request (AVR) authorization for a
nominal amount or the maximum fare amount.

The deny list is checked so that cardholders with previously declined transactions can
be blocked.

Data can be authenticated offline to confirm the card is valid.

Token Management Service (TMS) option for managing sensitive authentication data
(SAD).

Multiple card taps can be aggregated into a single payment.

The back office manages the deny list and distributes them to terminals.

The back office records all trips and fares to perform journey reconstruction to
calculate the final fare.

Standard follow-on payment services can be used to capture, reverse, or void
transactions.

First ride risk protection when the first authorization fails.

When the AVR authorization is declined, debt recovery can be performed
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Visa Mobility and Transport Transaction Model

Related concepts

- Visa Mobility and Transport Transaction Workflow on page 36
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Mass Transit Transaction
Workflows

Each card type has a unique transit transaction workflow.
American Express:

« American Express Pay As You Go Workflow on page 31
Discover workflow:

Discover Pay As You Go Workflow on page 33
Mastercard workflow:

Mastercard Pay As You Go Workflow on page 35
Visa workflow:

Visa Mobility and Transport Transaction Workflow on page 36
Additional workflows:

Near Real-Time Workflow on page 38
Fare Calculation and Submission Workflow on page 40
Debt Recovery Workflows on page 42

American Express Pay As You Go Workflow

The American Express Pay As You Go (PAYG) is a delayed authorization using the
Expresspay transit policy workflow. It begins when the rider taps a payment card at the
fare collection terminal.

Cybersource Mass Transit Transaction Workflows 31



Mass Transit Transaction Workflows

0 e (

- .

Card Faregate

Card presenbed
o resder _—

Card+ reader processing
including O0A)

Card requests
anlineg approwval —

i

Terminal perfarms
mandatory deny list
check, then sends to

back office

S — Faregate opened

— Message through AP

Pay As You Go Delayed Authorization Model

B
=]

Merchant Back Office

i

Acquirer Americ:

Back office performs accownt st

*
*
*

Later

*EF

EIan:lv; office can perfarm the folloy
Calculata fare amount (optior
Create authorization messag

= Fare aggregation (aptionall

= ATC synchronization footion:
PAM translation {aptionail
Delayed authorizationusing«

1. The cardholder taps the card to enter the transit system.

Cybersource

Mass Transit Transaction Workflows
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w

The gate validates the card using offline data authentication (ODA), the card expiration
date, and the deny list.

When the card is valid, the gate allows the passenger to enter the transit system.

. When the ODA fails, the card is added to the deny list, and the debt recovery process

begins. See Debt Recovery Workflows on page 42.

. You send an authorization request for a nominal amount. See American Express Delayed

Online Authorization with EMV Data on page 58.

. When the authorization is successful, you calculate the fare for the travel period.

At the last tap of the day, submit a follow-on capture request for the day's aggregated
fare amount. For authorization and capture options, see American Express
Authorization and Capture Options on page 24.

Discover Pay As You Go Workflow

The Discover Pay As You Go (PAYG) workflow begins when the rider taps a payment card at
the fare collection terminal.
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1. The cardholder taps the card to enter the transit system.

2. The gate validates the card using offline data authentication (ODA), the card expiration
date, and the deny list.

3. When the card is valid, the gate allows the passenger to enter the transit system.

4. When the ODA fails, the card is added to the deny list, and the debt recovery process
begins. See Debt Recovery Workflows on page 42.

5. You send an authorization request for a nominal amount. See Discover Authorization
with EMV Data on page 61.

6. When the authorization is successful, you calculate the fare for the travel period.

7. When the fare is more than 15.00 USD, send an authorization or sale request for the
higher amount. See Discover Sale with EMV Data on page 72.

8. At the last tap of the day, submit a follow-on capture request for the day's aggregated
fare amount.

Cybersource Mass Transit Transaction Workflows 34



Mass Transit Transaction Workflows

Mastercard Pay As You Go Workflow

The Mastercard Pay As You Go (PAYG) workflow begins when the rider taps a payment card
at the fare collection terminal.

i

Issuer

10
|

Mastercard data

Td

Acquirer
Deferred authorization T ¢ Autnorization responses
New ride #1 > [=_J¢ New ride #2

RTSNTS—— o E] T IT—— ———
Transit back office

O o | qu:;,

! S0 11 1 =

Point of entry Point of exit Point of exit Point of entry Point of exit
Passenger Journey
Pay As You Go Model

1. The cardholder taps the card to enter the transit system.

2. The gate validates the card using Mastercard combined data authentication (CDA), card
expiration date, and the deny list.

3. When the card is valid, the gate allows the passenger to enter the transit system.

4. When the CDA fails, the card is added to the deny list, and the debt recovery process
begins. See Debt Recovery Workflows on page 42.

5. You send an authorization request for a nominal amount. See Mastercard Authorization
with EMV Data on page 64.
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6. When the authorization is successful, you calculate the fare for the travel period and
submit a sale request at the end of the travel period.

Visa Mobility and Transport Transaction
Workflow

The Visa Mobility and Transport Transaction (MTT) workflow begins when the rider taps a
payment card at the fare collection terminal.

Cybersource Mass Transit Transaction Workflows
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Visa Mobility and Transport Transaction Workflow

1. The cardholder taps the card to enter the transit system.
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2. The validator checks the deny list to determine card validity, and allows the rider to
enter the transit system.

3. The back office submits an account verification request (AVR) to Cybersource. See
Visa Account Verification Request (AVR) with EMV Data on page 67.

4. When the authorization fails, the card is added to the deny list, and the debt recovery
process begins. See Debt Recovery Workflows on page 42.

5. During the travel period, the back office collects the rider's tap data to calculate the
fare.

6. At the end of the travel period, the back office submits a deferred authorization and
capture request. See the Fare Calculation and Submission Workflow on page 40.

Additional Workflows

This section describes additional workflows that are not card-specific.

Near Real-Time Workflow on page 38
Fare Calculation and Submission Workflow on page 40
Debt Recovery Workflows on page 42

Near Real-Time Workflow

The near real-time workflow begins when the cardholder taps a payment card at the
validator to enter the transit system.

Cybersource Mass Transit Transaction Workflows
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1. The validator checks the deny list for the payment card.

2. When the card is on the deny list due to a previous failed payment, the validator does
not open the gate, and the payment is processed through a debt recovery workflow.
See the Debt Recovery Workflows on page 42.

3. When the card is not on the deny list, the validator opens the transit gate for the

cardholder to travel.
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4. A new transient token is generated for processing the account verification request

(AVR).

5. The back office sends an account verification request (AVR) to Cybersource.
6. When the AVR fails, the card is added to the deny list and might be eligible for the first

ride risk debt recovery.

7. When the AVR is successful, the card data is used to track subsequent taps, calculate
fares for the day, and capture the deferred authorization.

Cybersource

Mass Transit Transaction Workflows
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Fare Calculation and Submission Workflow

The fare calculation workflow begins at the end of the travel period.

Cybersource Mass Transit Transaction Workflows

40



Mass Transit Transaction Workflows

n E KEY:

Fare Submission (=) Approved
[“} (=) Declined
End of travel

.
== ]
== ]

Back office

4

Tap Data
Alf ricles

[ Calculate fare ]

v

2 80— o ]

_ Ricle #1
Subimit sake = Sale
fransaction unsuccessiul @
Dixglirned sale
Accunmunated fare Acd to deny list amount above

\L \L threshold

(5 )
n—@ Ride #1 J,
. (% )— [ ]
Sale swocessiul — Dbt recover
Declined sale
amant bhekow
threshold = .
L o
r J‘ h
Clear under
liahility model
L o
L o
NP
Process
———) completed =

Visa Fare Calculation and Submission Flow

1. The back office calculates the fare of all rides taken during the travel period.
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2. You request a sale transaction for the accumulated fare. See Visa Deferred Sale with
EMV Data on page 76.

When the sale is successful, the process is complete.

. When the sale is declined, the card hash is added to the deny list.

5. When the declined sale amount is above the chargeback threshold, the transaction is
moved to debt recovery. See Debt Recovery Workflows on page 42.

6. When the declined sale amount is for a first ride and below the chargeback threshold,

you can request the payment using the first ride risk chargeback rules as defined by

each card scheme.

> w

Debt Recovery Workflows

A debt recovery transaction is required in order to retrieve outstanding debt in the event

of a decline of the end-of-day transaction. A debt recovery transaction is also required in

order to remove a card from a deny list. You must remove the card from the deny list within
one hour of receiving the authorization approval. These are the ways to recover debt:

Merchant-initiated transaction, resubmitted using the card number.

Tap-initiated transaction using the EMV track 2 equivalent and EMV tags created when
the cardholder returns to enter the transit system.

Cardholder-initiated transaction through an e-commerce website or by a phone call.

When the debt recovery transaction is declined, you can request payment using the
first ride risk liability model. See the card scheme rules for mass transit transaction
chargebacks.

Merchant-Initiated Transaction Resubmission

A merchant-initiated transaction (MIT) resubmission is a deferred authorization that
originates from your back office. This transaction typically references the original
declined end-of-day transaction and uses the card number. Visa allows up to six
authorization resubmissions within 14 days.
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Merchant-Initiated Visa Debt Recovery Flow

1. When the amount exceeds the debt recovery amount limit, the card remains on the

deny list.
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Merchant-Initiated Sale for Debt Recovery with Stored Card Data on page 96.
3. When the transaction is declined, keep the card on the deny list.
4. When the transaction is successful, remove the card from the deny list.

Tap-Initiated Debt Recovery

Tap-initiated debt recovery occurs when the cardholder returns to the transit gate and
the validator recognizes a new contactless tap.
You may deny the rider entrance unless the tap-initiated debt recovery is attempted in

real time while the cardholder is at the gate. The authorization request uses the EMV track
2 equivalent and EMV tags from the new tap and includes a future capture date.

Cybersource
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Cardholder-Initiated Debt Recovery Flow

1. Cardholder taps their card to enter the transit system.

2. You submit a new authorization request using the EMV track 2 equivalent and EMV tags
created by the validator and a capture date in the future.

3. When the transaction is declined, keep the card on the deny list.

4. When the transaction is successful, remove the card from the deny list.

Cardholder-Initiated Debt Recovery

These are the scenarios for a cardholder-initiated debt recovery:

E-commerce, at your website.
Mail order or telephone order (MOTO), on a phone call.

For e-commerce and MOTO payment services, see the Payments Developer Guide .
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Cardholder-Initiated Debt Recovery Flow

1. Cardholder contacts you through your website or by phone call.

2. You process a card-not-present authorization.

3. When the request is successful, remove the card from the deny list.
4. When the request fails, leave the card on the deny list.

Cybersource Mass Transit Transaction Workflows
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Mass Transit Payment
Services Using EMV and
Card Data

You can request these payment services for mass transit with EMV and card data:

Authorization for account verification and debt recovery
Sale for aggregated fares and debt recovery
Stand-alone credit

This table shows which EMV tags are:

M: mandatory

P: prohibited

O: optional

C: conditional (Send the tag when it is present in card and terminal.)

EMV Data Elements and Tags

Data Element EMV Tag American Ex Discover PA Mastercard Visa MTT
press YG PAYG

' ___________________________'__________________________'_______________________________|
Transaction Date 9A M M M M
Transaction Type 9C M M M M
Transaction Currenc 5F2A M M M M

y Code

Terminal Country Co 9F1A M M M M

de

Amount Authorized 9F02 M M M M
Amount Other 9F03 M M M
Application PAN Seq 5F34 M P C O

uence Number
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Data Element

Application Transacti
on Counter (ATC)

Application Intercha
nge Profile (AIP)

Dedicated File (DF) N
ame

Terminal Verification
Results (TVR)

Issuer Application Da
ta

Application Cryptogr
am

Cryptogram Informat
ion Data (CID)

Terminal Capabilities

Cardholder Verificati
on Method (CVM) Re
sults

Unpredictable Numb
er (UN)

Form Factor Indicato
r

Mastercard Authenti
cated Application Da
ta

Mastercard Kernel |d
entifier#Terminal

EMV Tag American Ex Discover PA Mastercard Visa MTT

press YG PAYG
9F36 M M M M
82 M M M M
84 M M M M
95 M M M M
9F10 M M M M
9F26 M M M M
9F27 M @) M @)
9F33 M M M M
9F34 O @) M @)
9F37 M M M M
9F6E Cc* C C

O (Authori
zations)
P(
Refunds)

9F60 Does notap Doesnotap O Does not ap

ply ply ply
96 Does notap Doesnotap O Does not ap

ply ply ply

*For contactless American Express transactions, if the form factor indicator data is
available on the card, the merchant, acquirer, or processor must forward this information

to the issuer.
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Transaction Types

When you include the transaction type in your request, the description appears in the
Business Center and transaction reports.
Transactions are grouped into these categories:

TransitDA: deferred-aggregated (DA) transactions, which are also known as Visa MTT
and Mastercard PAYG transactions.

BAU: business-as-usual transactions that represent no exceptions or errors for
cardholders.

FRR: first-ride-risk transactions that occur where first-ride-risk liability shift is being
operated. These are specific to a card scheme and region.

DR: debt-recovery transactions initiated by the merchant or when the cardholder taps
a contactless card at a validator to enter the transit system.

DR CIT: debt recovery customer-initiated transactions initiated by the cardholder when
they explicitly pay a debt, including e-commerce and telephone orders.

Service: standard transactions for completing a payment.
Error: standard transactions for handling transaction errors.

To include the transaction type, set the clientReferencelnformation.comments request
field to the transaction value corresponding to the service description. These tables
provide the value for each type of transaction:

Business as Usual (BAU)

Service Field Value Description
5
authorization TransitDA BAU zero value auth Zero amount authorization to verif
y a card.

authorization TransitDA BAU nominal value auth Nominal value authorization to ver
ify a card.

authorization TransitDA BAU full value auth Deferred aggregated authorizatio

n for the aggregated value that is
sent at the end of the
travel period.

sale TransitDA BAU full value sale Deferred aggregated authorizatio
n and capture for the aggregated
value that is sent at th
e end of the travel period.

capture TransitDA BAU capture Capture of any business as usual a
uthorization. Could be a nominal
authorization or full val
ue authorization.
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Service Field Value Description
! _________________________________|
capture TransitDA BAU capture (split) Capture without a previous author
ization. Used by Mastercard PAYG i

n the UK.

authorization TransitDA BAU registration auth Zero amount authorization as part
of journey history service. Could
include CVV2 and 3-D

Secure 2.x.
First Ride Risk (FRR)
Service Field Value Description
authorization TransitDA FRR full auth Full amount authorization for a pre

vious verification authorization
request that was declin
ed. Decline response is common.

capture TransitDA FRR capture Forced capture of a declined auth
orization when FRR funding
applies.

authorization TransitDA FRR MIT DR auth Merchant-initiated authorization t
o clear a debt status after the
TransitDA FRR authoriza
tionis processed. If successful, th
e FRR capture isreve
rsed.

reversal TransitDA FRR MIT DR reversal Reversal sent if previous TransitDA
FRR MIT DR auth was
successful.

authorization TransitDA FRR tap DR auth Authorization sent following a card
tap to clear a debt status after
TransitDA FRR authoriz
ation is processed. If successful, t
he FRR capture is rev
ersed.

reversal TransitDA FRR tap DR reversal Reversal when a TransitDA FRR tap
DR auth was successful.
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Debt Recovery (DR)

Service

sale

Field Value

TransitDA Debt recovery MIT sale F
PANTransitDA Debt recovery MIT s
ale DPAN

Description

Merchant-initiated debt recovery
authorization and capture using a
FPAN or DPAN.

authorization

TransitDA Debt recovery MIT auth
FPANTransitDA Debt recovery MIT
auth DPAN

Merchant-initiated debt recovery
authorization using a FPAN or
DPAN.

capture TransitDA Debt recovery MIT captu Merchant-initiated debt recovery
re capture of a previous TransitDA De
bt recovery MIT auth
transaction.
sale TransitDA Debt recovery tap sale  Tap-initiated EMV debt recovery a

uthorization and capture.

authorization

TransitDA Debt recovery tap auth

Tap-initiated EMV debt recovery a
uthorization.

capture TransitDA Debt recovery tap captu Tap-initiated EMV debt recovery c
re apture of a previous TransitDA Deb
t recovery tap auth t
ransaction.
Cardholder-Initiated Debt Recovery (DR CIT)
Service Field Value Description

sale

TransitDA Debt recovery CIT Ecom sale Cardholder-initiated debt rec

overy authorization and captu
re.

authorization

TransitDA Debt recovery CIT Ecom auth Cardholder-initiated debt rec

overy authorization.

capture TransitDA Debt recovery CIT Ecom cap Cardholder-initiated debt rec
ture overy capture of a previous Tr
ansitDA Debt re
covery CIT Ecom auth transac
tion.
sale TransitDA Debt recovery CIT Ecom 3DS Cardholder-initiated debt rec

2 sale

overy authorization and captu
re.

authorization

TransitDA Debt recovery CIT Ecom 3DS

2 auth

Cardholder-initiated debt rec
overy authorization.
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Service Field Value Description
A
capture TransitDA Debt recovery CIT Ecom 3DS Cardholder-initiated debt rec
2 capture overy capture of a previous Tr

ansitDA Debt re
covery CIT Ecom 3DS2 auth tr
ansaction.

sale TransitDA Debt recovery CIT Moto sale Cardholder-initiated debt rec
overy authorization and captu
re.

authorization TransitDA Debt recovery CIT Moto auth Cardholder-initiated debt rec
overy authorization.

capture TransitDA Debt recovery CIT Moto capt Cardholder-initiated debt rec
ure overy capture of previous Tra
nsitDA Debt rec
overy CIT Moto auth transacti
on.
Services
Service Field Value Description
refund REFUND Automatic Programmatic follow-on refund for a previous c
apture.
credit CREDIT Automatic Programmatic stand-alone credit.
refund REFUND Manual Manual follow-on refund for a previous capture.
credit CREDIT Manual Manual stand-alone credit.
Errors
Service Field Value Description
1
reversal REVERSAL Timeout Reversal of a previous request for which a respo
nse was not received.
reversal REVERSAL other Reversal for an authorization for a reason other
than TransitDA FRR MIT DR reversa
|, TransitDA FRR tap DR reversal, or REVERSAL
Timeout.
void VOID Timeout Void of a previous request for which a response
was not received.
void VOID Payment Void of a payment within the same day.
void VOID Capture Void of a capture within the same day.
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Service Field Value

void VOID Refund

Description

Void of a refund within the same day.

void VOID Credit

Void of a credit within the same day.

Required Fields for Authorizations with EMV

Data

This table provides information about the fields required to process authorizations with

EMV data.

Authorizations with EMV Data Fields

REST API Field

clientReferencelnformation
code

Ameri

can Ex
press

Accou
nt Sta
tus Ch
eck

Ameri
can Ex
press
Delaye
d Onli
ne

Discov
er PAY

Maste
rcard
PAYG

Visa A
VR

Information/Value

clientReferencelnformation
comments

For this value, see
Transaction Types
on page 48.

clientReferencelnformation
partner. solutionid

Cybersource provi
des the value fort
his

field.

clientReferencelnformation
partner.

thirdPartyCertificationNumber

Cybersource provi
des the value fort
his

field.

clientReferencelnformation
transactionld

orderinformation.
amountDetails.currency

orderinformation.
amountDetails.
totalAmount

For Visa AVR, set t
his field to 0.00.
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-comments.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-comments.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-solution-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-solution-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-third-party-certnum.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-third-party-certnum.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-third-party-certnum.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-transaction-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-transaction-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
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REST API Field Ameri [Ameri |Discov Visa A |Information/Value
can Ex |can Ex |er PAY VR
press |press |G Maste
Accou |Delaye rcard
nt Sta |d Onli PAYG
tus Ch |ne
eck
paymentinformation.card.type —

paymentinformation.
initiationChannel

pointOfSalelnformation.
catLevel

Set this field to 2.

pointOfSalelnformation.em\

cardSequenceNumber

For Visa, set this fi
eldto.

pointOfSalelnformation.emv.

tags

pointOfSalelnformation.

Set this field to co

entryMode ntactless.
pointOfSalelnformation. . . . . .
serviceCode

pointOfSalelnformation. Set this field to 5.

terminalCapability

pointOfSalelnformation.
terminalld

pointOfSalelnformation.
terminalPinCapability

Set this field to O.

pointOfSalelnformation.
trackData

processinginformation.
authorizationOptions.
aggregatedAuthindicator

Set this field to tru
e.

processinginformation.
authorizationOptions.
authlndicator

Set this field to O.

processinginformation.
authorizationOptions.

deferredAuthindicator

Set this field to tru
e.
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-type-a.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-initiation-channel.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-initiation-channel.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-cat-level.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-cat-level.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-card-sequence-num.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-card-sequence-num.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-tags.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-tags.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-entry-mode.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-entry-mode.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-service-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-service-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-capability.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-capability.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-pin-capability.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-pin-capability.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-track-data.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-track-data.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-agg-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-agg-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-agg-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-deferred-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-deferred-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-deferred-auth-ind.html
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REST API Field Ameri |Ameri |[Discov Visa A |Information/Value
can Ex |can Ex |er PAY VR
press |press |G Maste
Accou |Delaye rcard
nt Sta [d Onli PAYG
tus Ch |ne
eck

processinginformation.
authorizationOptions. — — — — —
transportationMode

processinginformation.
captureOptions. — — —

dateToCapture

processinginformation. Set this field to ret
commercelndicator ail.
processinginformation. __ |Setthis field to tra
industryDataType nsit.

American Express Account Status Check
Authorization with EMV Data

This section describes how to process an American Express account status check
authorization with EMV data for a nominal amount of 1.00 USD or more. The required
function code is 190.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a American Express Account Status Check AVR
Authorization with EMV Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA BAU nominal value
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@§betsamsicerptonides the value for this
field.
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-transportation-mode.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-transportation-mode.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-transportation-mode.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-capture-ops-date-to-capture.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-capture-ops-date-to-capture.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-capture-ops-date-to-capture.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-commerce-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-commerce-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-industry-data-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-industry-data-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-comments.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-solution-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-third-party-certnum.html
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clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type Set this field to 003.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceN@ebthis field to 00.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinginformation.authorizationOptions.8gythgafietthtdltruecator
processinginformation.authorizationOptions.8efatriedialditimtruetor
processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: American Express Account Status Check
Authorization with EMV Data

Request

{

"orderInformation: {
"amountDetails": {
“currency": "EUR",
“totalAmount": "3.00"

}
}

paymentInformation": {
"card": {
“type": "003"
}
}

processingInformation": {

"capture": false,

"captureOptions": {
"dateToCapture": "0901"
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-transaction-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-type-a.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-cat-level.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-card-sequence-num.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-tags.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-entry-mode.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-capability.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-terminal-pin-capability.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-track-data.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-agg-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-auth-ops-deferred-auth-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-capture-ops-date-to-capture.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-commerce-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-industry-data-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/api-fields/topics/rest-api-fields-intro.dita
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}

industryDataType": "transit",
"commercelndicator": “retail’,
"authorizationOptions": {
“partialAuthIndicator": false,
"deferredAuthIndicator": true,

"aggregatedAuthIndicator": true

}
}

pointOfSaleInformation: {
"emv": {

Iltagsll:
"9A032309019C01005F2A0209789F1A0203809F02060000000000009F03060000000000009F36020002820219CD8408AND(
“cardSequenceNumber": "00"

s
"catLevel": "2,

"entryMode": "contactless",

“trackData": ";374245XXXXXXXXXX=2412701150412345000007",
"terminalld": "12345678",

"terminalCapability": "5"

"terminalPinCapability": "0"

}

lientReferencelnformation': {
"comments": "TransitDA BAU nominal value auth®,
"code": "v/qWAImWG6e",
"partner": {
"solutionId": "BUALWMZK",
“thirdPartyCertificationNumber": "condue211609"

s
"transactionId": "FglxkLJGMmmmvwbBIOqWAImWG6e"
}

}

Response to a Successful Request

{
"_links":#{
"authReversal":#{
"method":#"POST",
"href":#"/pts/v2/payments/6984001952686181104951/reversals"”
b
"self":#{
"method":#"GET",
"href":#"/pts/v2/payments/6984001952686181104951"

}

apture":#{
“method":#"POST",
"href":#"/pts/v2/payments/6984001952686181104951/captures"

}
}

lientReferencelnformation:#{

"code":#"v/gWAImW6e",

"partner":#{
"solutionId":#"BUALWMZK"

s
"transactionId":#"FglxkLJGMmmmvwbBOqWAImW6e"
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I
"id":#"6984001952686181104951",
"orderInformation”:#{
"amountDetails":#{
"authorizedAmount":#"3.00",
“currency":#"EUR"
}
}

paymentAccountInformation”:#{
"card":#{
“type":#"003"
}
}

paymentInformation":#{
"accountFeatures":#{
“category":#"AX",
“group™:#"Q"
s
"tokenizedCard":#{
“type":#"003"
s
"card":#{
“type":#"003"
}
}

pointOfSaleInformation":#{

"emv":#{
"tags":#"9F2701809F34031F02025F340100"

}

}

processorInformation”:#{
"systemTraceAuditNumber":#"037806",
#"approvalCode":#"845614",

"networktransactionId":#"001032401292273",
"retrievalReferenceNumber":#"330009037806",
"transactionId":#"001032401292273",
"responseCode":#"00",
"avs":#{
“code":#"2"

}

}

reconciliationId":#"6984001952686181104951",
"status":#"AUTHORIZED",

"submitTimeUtc":#"2023-10-27T09:49:567"
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American Express Delayed Online
Authorization with EMV Data

This section describes how to process an American Express delayed online authorization
with EMV data for a nominal amount of 1.00 USD or more. The required function code is
100.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a American Express Delayed Online
Authorization with EMV Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA BAU nominal value
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type Set this field to 003.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceN@ubé¢his field to 00.
pointOfSalelnformation.emv.tags
pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinglinformation.captureOptions.dateToCapture

processinginformation.commercelndicator Set this field to retail.
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processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: American Express Delayed Online Authorization with
EMV Data

Request

{

"orderInformation”: {
"amountDetails": {
"currency": "EUR",
"totalAmount": "8.00"

}
}

paymentInformation": {
"card": {
"type": "003"
}
}

processingInformation": {

"captureOptions": {
"dateToCapture": "0901"

}

industryDataType": "transit",

"commercelndicator": "retail"

}
}

pointOfSaleInformation": {
"emv": {

"tags":
"9A032309019C01005F2A0209789F1A0203809F02060000000000009F03060000000000009F36020002820219C084D8AD(
"cardSequenceNumber": "00"

3
"catlLevel": "2,

"entryMode": "contactless",

"trackData": ";341111XXXXXXXXXX=2412702150412345000007",
"terminalld": "12345678",

"terminalCapability": "5",

"terminalPinCapability": "0"

}

lientReferencelnformation": {

"comments": "TransitDA BAU full value auth",

"code": "v/qWAImWG6e",

"partner": {
"solutionId": "BUALWMZK",
"thirdPartyCertificationNumber": "condue211609"

3
"transactionld": "FglxkLJGMmmmvwbBOgqWAImW6e"
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Response to a Successful Request

{
"_links":#{
"authReversal":#{
"method":#"POST",
#"href":#"/pts/v2/payments/6984003567376178404953/reversals"
3
#"self":#{
"method":#"GET",
"href":#"/pts/v2/payments/6984003567376178404953"

h
"capture":#{
"method":#"POST",
“href":#"/pts/v2/payments/6984003567376178404953/captures"

}
}

lientReferencelnformation:#{

"code":#"v/gWAImW6e",

"partner":#{

"solutionId":#"BUALWMZK"

2
“transactionld":#"Fs8xkLJGNs1lmvwbZ9gWAImW6e"
I
"id":#"6984003567376178404953",
"orderInformation”:#{
"amountDetails":#{

"authorizedAmount":#"8.00",
“currency":#"EUR"

}
}

paymentAccountInformation®:#{
"card":#{
“type":#"003"
}
}

paymentInformation":#{
"accountFeatures":#{
“category":#"AX",
“group":#"@"
s
"tokenizedCard":#{
“type":#“@@s"
s
"card":#{
“type":#“@@s"
}
}

pointOfSaleInformation":#{
"emv":#{
"tags":#"9F2701809F34033FO0005F340100910AEE43FOFD6F46AABF3030"
}
}

processorInformation”:#{
"systemTraceAuditNumber":#"037809",
"approvalCode":#"437964",
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"networktransactionId":#"000002605437964",
"retrievalReferenceNumber":#"330009037809",
"transactionId":#"000002605437964",
"responseCode":#"00",
"avs":#{
“code":#"2"
}
3
"reconciliationId":#"6984003567376178404953",

"status":#"AUTHORIZED",
"submitTimeUtc":#"2023-10-27T09:52:392"

}

Discover Authorization with EMV Data

A Discover authorization with EMV data is an authorization request that can be for a
nominal amount of 1.00 USD or a fare amount up to 15.00 USD. Mass transit Discover
transactions are supported only in the U.S.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Discover Authorization with EMV Data Using

the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA BAU nominal value
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmountSet this field to 1.00.
paymentinformation.card.type Set this field to 004.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceN@ebthis field to 99.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
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pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinginformation.authorizationOptions.8gythgafietthtdltruecator
processinginformation.authorizationOptions.8efdtriefialditimtruetor
processinglinformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Discover Authorization with EMV Data

Request

{

“clientReferencelnformation”: {
"comments": "TransitDA BAU nominal value auth",
"code": "123456",
"transactionId": "1346334405",
"partner": {
"solutionId": "123456",
"thirdPartyCertificationNumber": "123456789012"

}
}

processingInformation": {
"industryDataType": "transit",
"capture": "false",
"commercelndicator": "retail’,
"authorizationOptions": {
"deferredAuthIndicator": "true",

"aggregatedAuthIndicator": “true"

}
}

rderInformation": {

"amountDetails": {
“totalAmount": "1.00",
“currency": "USD"

}
}

paymentInformation”: {
“card": {
"type": "004"
}
}

pointOfSaleInformation: {
"terminalld": "12345678",
“catlLevel": "2",
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"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "@"
"emv": {
"tags":
"OF2608101F3F75E8596414820211009F360200019F2701409F100A01151000000000000000950500000000009F370438A87
"cardSequenceNumber": "99"

}
"trackData": ";651000XXXXXXXXXX=49122011804088500000?"
}

}

Response to a Successful Request

{
"_links": {
"authReversal": {
"method": "POST",
"href": "/pts/v2/payments/6920241974736435904951/reversals"
2
"self": {
"method": "GET",
"href": "/pts/v2/payments/6920241974736435904951"

}

apture": {
"method": "POST",
"href": "/pts/v2/payments/6920241974736435904951/captures"

}
}

lientReferencelnformation": {
"code": "123456",
"comments": "TransitDA BAU nominal value auth’,
"partner": {
"solutionId": "123456"

}
"transactionId": "1346334405"

I
"id": "6920241974736435904951",
"orderInformation”: {
"amountDetails": {
"authorizedAmount": "1.00",
“currency": "USD"

}
}

paymentAccountInformation®: {
“card": {
"type": "004"
}
}

paymentInformation”: {
"accountFeatures": {
"category": "DI",
IlgrOupll: "0“
2
"tokenizedCard": {
Iltypell: II004II
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}

"card": {
"type": "004"
}

}

"pointOfSaleInformation”: {
"emv": {
"tags": "9F2701409F3501259F36020001"
}
}

processorInformation”: {

"systemTraceAuditNumber": "033732",
"approvalCode": "813783",
“cardReferenceData": "05",
"networktransactionId™ "VISJ 303226529970011"
“retrievalReferenceNumber": "322614033732",
"consumerAuthenticationResponse": {

"code": "0",

"codeRaw": "0"

}
"transactionld™: "VISJ  303226529970011",

“responseCode": "00",
"avs": {
"code": "2"
}
I
“reconciliationId": "6920241974736435904951",

"status": "AUTHORIZED",
"submitTimeUtc": "2023-08-14T14:43:197"

Mastercard Authorization with EMV Data

This section describes how to process a Mastercard authorization with EMV data for a
nominal amount.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Mastercard Authorization with EMV Data Using
the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA BAU nominal value
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.
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clientReferencelnformation.partner.thirdPart@g§betsonaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type Set this field to 002.
paymentinformation.initiationChannel

pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.serviceCode
pointOfSalelnformation.terminalCapability = Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinginformation.authorizationOptions.8gythgafietthtditruecator
processinglinformation.authorizationOptions.8etHtidifietdto 0.
processinginformation.authorizationOptions.8efetiedisiditintruetor
processinginformation.authorizationOptions.transportationMode
processinglnformation.captureOptions.dateToCapture
processinglnformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Mastercard Authorization with EMV Data

Request

{

“clientReferencelnformation”: {
"comments": "TransitDA BAU nominal value auth®,
"code": "10000568",
“transactionld": "20000568"
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
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}

processingInformation”: {

"industryDataType": "transit",
"commercelndicator": "retail",
"capture": "false",
"captureOptions": {
"dateToCapture": "0425"

}

uthorizationOptions": {
"authIndicator": "Q"
"deferredAuthIndicator": "true",
"aggregatedAuthlIndicator": “true",
“transportationMode": "00"

}
}

rderInformation: {

"amountDetails": {
"totalAmount": "10.00",
“currency": "EUR"

}
}

paymentInformation”: {
“card": {
Iltypell: II002II
}

"initiationChannel": "00"

}

pointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "@"
"emv": {
"tags":
"5F2A0209768407A00000000410109F360200039F03060000000000009C0O1005F3401019F10120110A0000F04000000000
I
“trackData": ";5413XXXXXXXXXXXX=491220101234567897",
“serviceCode": "201"
}
}

Response to a Successful Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508877845426512004004"
}
}

“clientReferencelnformation”: {
"code": "10000574",
"partner": {
"solutionId": "548UHQ8Z"
It
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"transactionId": "20000574"
}

rrorInformation”: {
“reason": "AUTH_DECLINE_CAPTURE_POSSIBLE",
"message": "Authorization Declined. Follow-on Capture can be processed.”

}
"id": "6508877845426512004004",

"pointOfSaleInformation”: {
"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}
j

processorInformation®: {
"systemTraceAuditNumber": "164207",
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": “211511164207",
"transactionId": "016153570198200",
“responseCode": "05",
"avs": {

"code": "2"
}
I
"status": "AUTHORIZED"

Visa Account Verification Request (AVR) with
EMV Data

This section describes how to process a Visa account verification request (AVR) with EMV
data for a zero amount.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Visa AVR Authorization with EMV Data Using
the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA BAU zero value
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@§betsmaicerptonitdes the value for this
field.
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clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmountSet this field to 0.00.
paymentinformation.card.type Set this field to 001.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceNumber
pointOfSalelnformation.emv.tags
pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData

processinglinformation.commercelndicator Set this field to retail.

Related information

- API Field Reference for the REST API

REST Example: Visa AVR Authorization with EMV Data

Request

{

"clientReferencelnformation”: {
"comments": "TransitDA BAU zero value auth",
“code": "10000564",
"transactionld": "20000564",
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
}

processingInformation": {
"capture": "false",
"commercelndicator": "retail"

}

rderInformation”: {

"amountDetails": {
"totalAmount": "0.00",
"currency": "EUR"

}
}

paymentInformation": {
"card": {
"type": "001"
}
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}

pointOfSaleInformation: {

"terminalld": "12345678",

“"catlLevel": "2",

"entryMode": "contactless",

"terminalCapability": "5"

"terminalPinCapability": "@"

"emv": {

"tags":

"5F2A0209768407A00000000310109F360200029F03060000000000009C01005F3401019F10201F220100A000000000000
“cardSequenceNumber": "1"

}
"trackData": ";476173XXXXXXXXXX=2412201190582547"
}

}

Response to a Successful Request

{
"_links": {
"authReversal": {
"method": "POST",
"href": "/pts/v2/payments/6508875466126538104002/reversals"
2
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508875466126538104002"

}

apture": {
"method": "POST",
"href": "/pts/v2/payments/6508875466126538104002/captures"

}
2
“clientReferencelnformation”: {
"code": "10000564",
"partner": {
"solutionId": "548UHQ8Z"

3
"transactionId": "20000564"

I
"id": "6508875466126538104002",
"orderInformation”: {
"amountDetails": {
"authorizedAmount": "0.00",
“currency": "EUR"

}
}

paymentAccountInformation®: {
“card": {
"type": "001"
}
}

paymentInformation”: {
"tokenizedCard": {
Iltypell: "001"
It
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“card": {
Iltypell: "001"
}
}

processorInformation®: {
"systemTraceAuditNumber": "162930",
"approvalCode": “831000"
"merchantAdvice": {
"code": "01",
"codeRaw": "MQQ1"

}

responseDetails": "ABC",
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": “211511162930"
"consumerAuthenticationResponse": {
"code": "2",
"codeRaw": "2"
I
"transactionId": "016153570198200",
“responseCode": "00",
"avs": {
"code": "Y",
"codeRaw": "Y"
}
I
“reconciliationId": "6508875466126538104002"
"status": "AUTHORIZED",
"submitTimeUtc": "2022-04-25T11:52:267"

}

Response to a Declined Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508876049646556304003"
}
2
“clientReferencelnformation”: {
"code": "10000566",
"partner": {
"solutionId": "548UHQ8Z"

3
"transactionId": "20000566"

}

rrorInformation”: {

“reason": "AUTH_DECLINE_CAPTURE_POSSIBLE",

"message": "Authorization Declined. Follow-on Capture can be processed.”
2
"id": "6508876049646556304003",

"pointOfSaleInformation”: {

"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}

Cybersource Mass Transit Payment Services Using EMV and Card Data



Mass Transit Payment Services Using EMV and Card Data

}

processorInformation®: {

"systemTraceAuditNumber": "162936",
"networktransactionld": "016153570198200",
“retrievalReferenceNumber": "211511162936",
"transactionld": "016153570198200",

“responseCode": "05",
"avs": {
"code": "2"
}
I
"status": "AUTHORIZED"

Required Fields for Sales with EMV Data

This table provides information about the fields required for sales with EMV data.

Sales with EMV Data Fields

REST API Field

clientReferencelnformation. code

Visa De
ferred

Discover
Sale

Information/Value

clientReferencelnformation.
comments

For this value, see
Transaction Types on page
48.

solutionld

clientReferencelnformation.partner.

Cybersource provides the
value for this
field.

clientReferencelnformation.partner.thirdPartyCer

tificationNy@eersource provides the

value for this
field.

clientReferencelnformation.
transactionld

orderinformation.
amountDetails.currency

totalAmount

orderinformation. amountDetails.

For Visa AVR, set this field
to0 0.00.

paymentinformation.card.type

pointOfSalelnformation. catLevel

Set this field to 2.

pointOfSalelnformation.emv.
cardSequenceNumber

Cybersource
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REST API Field Discover Visa De |Information/Value
Sale ferred

pointOfSalelnformation.emv. tags —

pointOfSalelnformation. entryMode Set this field to contactles
S.
pointOfSalelnformation. Set this field to 5.

terminalCapability

pointOfSalelnformation. terminalld -

pointOfSalelnformation. Set this field to O.
terminalPinCapability

pointOfSalelnformation. trackData —

processinginformation. Set this field to true.
authorizationOptions.
aggregatedAuthindicator

processinginformation. Set this field to true.
authorizationOptions.
deferredAuthindicator

processinginformation. capture Set this field to true.

processinginformation.
captureOptions. dateToCapture

processinginformation. Set this field to retail.
commercelndicator

processinginformation. Set this field to transit.
industryDataType

Discover Sale with EMV Data

A sale transaction comprises an authorization and capture. When the fare is more than
15.00 USD, request a sale with EMV data.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Discover Sale with EMV Data Using the REST
API

clientReferencelnformation.code
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clientReferencelnformation.comments Set this field to TransitDA BAU nominal value
sale.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@g§betsonaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmountSet this field to 1.00.
paymentinformation.card.type Set this field to 004.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceN@®usbéhis field to 99.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinginformation.authorizationOptions.8gythgafietthtditruecator
processinglnformation.authorizationOptions.8efetriedielditimtruetor
processinginformation.capture Set the value to true.
processinglnformation.captureOptions.dateToCapture
processinglinformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Discover Sale with EMV Data

Request

{

“clientReferencelnformation”: {
"comments": "TransitDA BAU full value sale",
"code": "123456",
"transactionId": "1357334401",
"partner": {
"solutionId": "123456",
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"thirdPartyCertificationNumber": "123456789012"

}
}

processingInformation”: {
"industryDataType": "transit",
“reconciliationId": "123456789",
"captureOptions": {
"dateToCapture": "0818"

}

apture": "true’,
"commercelndicator": "retail"

}

rderInformation: {
"amountDetails": {
"totalAmount": "25.00",
“currency": "USD"
}
}

paymentInformation”: {
“card": {
"type": "004"
}
}

pointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "@"
"emv": {
"tags":
"OF2608101F3F75E8596414820211009F360200019F2701409F100A01151000000000000000950500000000009F370438A87
"cardSequenceNumber": "99"
}

"trackData": ";651000XXXXXXXXXX=49122011804088500000?"
}

}

Response to a Successful Request

{
"_links": {
"void": {
"method": "POST",
"href": "/pts/v2/payments/6920243246666458104951/voids"
}
"self": {
"method": "GET",
"href": "/pts/v2/payments/6920243246666458104951"
}
}

“clientReferencelnformation”: {
"code": "123456",
"comments": "TransitDA BAU full value sale",
"partner": {
"solutionId": "123456"
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I
"transactionId": "1357334401"
I
"id": "6920243246666458104951",
"orderInformation”: {
"amountDetails": {
"totalAmount": "15.00",
"authorizedAmount": "15.00",
“currency": "USD"
}
I
"paymentAccountInformation”: {
“card": {
"type": "004"
}

I
"paymentInformation”: {
"accountFeatures": {
“category": "DI"

"group": "0"
I
"tokenizedCard": {
"type": "004"
I
"card": {
"type": "004"
}
I
"pointOfSaleInformation”: {
"emv": {
"tags": "9F2701409F3501259F36020001"
}
I
"processorInformation”: {
"systemTraceAuditNumber": "033735",
"approvalCode": "378857",
“cardReferenceData": "05",
"networktransactionId™ "VISJ 303226531251404",
“retrievalReferenceNumber": “322614033735",
"consumerAuthenticationResponse": {
"code": "0",
"codeRaw": "0"
I
"transactionId": "VISJ 303226531251404"
“responseCode": "00",
"avs": {
"code": "2"
}
I
“reconciliationId": "6920243246666458104951",
"status": "AUTHORIZED",

"submitTimeUtc": "2023-08-14T714:45:267"
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Visa Deferred Sale with EMV Data

This section describes how to process a deferred sale transaction at the end of the travel
period for an aggregated payment.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Visa Deferred Sale with EMV Data Using the
REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA BAU full value
sale.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type Set this field to 001.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceNumber
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability = Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinginformation.authorizationOptions.8ggthgafietthtditruecator
processinglinformation.authorizationOptions.Sefetriefieldtiotruetor
processinginformation.capture Set this field to true.

processinginformation.captureOptions.dateToCapture
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processinglnformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Visa Deferred Sale with EMV Data

Request

{

“clientReferencelnformation: {
"comments": "TransitDA BAU full value sale’,
"code": "10000565",
"transactionId": "20000565",
“partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
}

processingInformation": {
"industryDataType": "transit",
"processingInformation.commercelndicator": "retail’,
“capture": "true’,
"captureOptions": {
"dateToCapture": "0425"

}

uthorizationOptions": {
"deferredAuthIndicator": "true",

"aggregatedAuthIndicator": “true"

}
}

rderInformation": {

"amountDetails": {
“totalAmount": "10.00",
“currency": "EUR"

}
}

paymentInformation": {
“card": {
"type": "001"
}
}

pointOfSaleInformation": {

"terminalld": "12345678",

"catlLevel": "2",

"entryMode": "contactless",

"terminalCapability": "5",

“terminalPinCapability": "Q"

"emv": {

"tags":

"5F2A0209768407A00000000310109F360200029F03060000000000009C0O1005F3401019F10201F220100A000000000000
“cardSequenceNumber": "1"
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}
"trackData": ";4761IXXXXXXXXXXXX=241220119058254?"
}

}

Response to a Successful Request

{
"_links": {
"void": {
“method"; "POST",
"href"; "/pts/v2/payments/6508875814676551204001/voids"
3
"self": {
"method": "GET",
"href"; "/pts/v2/payments/6508875814676551204001"

}
2
“clientReferencelnformation”: {
"code": "10000565",
"partner": {
"solutionId": "548UHQ8Z"

3
"transactionId": "20000565"

I
"id": "6508875814676551204001",
"orderInformation”: {
"amountDetails": {
"totalAmount": "10.00",
"authorizedAmount": "10.00"
“currency": "EUR"

}
}

paymentAccountInformation®: {
“card": {
"type": "001"
}
}

paymentInformation”: {
"accountFeatures": {
"group": "0"
2
"tokenizedCard": {
"type": "001"
2
"card": {
"type": "001"
}
}

pointOfSaleInformation: {
"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}
}

processorInformation®: {
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"systemTraceAuditNumber": "164186",
"approvalCode": "831000"
"networktransactionId": "016153570198200"
“retrievalReferenceNumber": “211511164186",
"transactionId": "016153570198200",
“responseCode": "00",
"avs": {
"code": "2"
}
I
“reconciliationId": "6508875814676551204001",
"status": "AUTHORIZED",
"submitTimeUtc": "2022-04-25T11:53:012"

}

Response to a Declined Request with First Ride Protection

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508878333386555704002"
}
I
“clientReferencelnformation”: {
"code": "10000576",
"partner": {
"solutionId": "548UHQ8Z"
I
“transactionld": "20000576"

}

rrorInformation”: {

“reason": "AUTH_DECLINE_CAPTURE_POSSIBLE",

"message": "Authorization Declined. Follow-on Capture can be processed.”
I
"id": "6508878333386555704002",

"pointOfSaleInformation”: {

"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}

I

"processorInformation”: {

"systemTraceAuditNumber": "164212",

“networktransactionId": "016153570198200"

“retrievalReferenceNumber": “211511164212",

"transactionId": "016153570198200",

“responseCode": "05",

"avs": {

"code": "2"
}
I
"status": "DECLINED"
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Required Fields for an Authorization for Debt
Recovery

This table provides information about the fields required for tap-initiated and merchant-
initiated (MIT) authorizations for debt recovery.

Authorization for Debt Recovery Fields

REST API Field Tap MIT Information/Value

clientReferencelnformation. code —

clientReferencelnformation. For this value, see
comments Transaction Types on
page 48.

clientReferencelnformation. partner. Cybersource provides t
solutionld he value for this

field.
clientReferencelnformation. partner. Cybersource provides t
thirdPartyCertificationNumber he value for this

field.

clientReferencelnformation.
transactionld

orderinformation.
amountDetails.currency

orderinformation. amountDetails.
totalAmount

paymentinformation.
card.expirationMonth

paymentinformation.
card.expirationYear

paymentinformation. card.number — —

paymentinformation.card.type —

pointOfSalelnformation. catLevel — Set this field to 2.
pointOfSalelnformation.emv. . Set this field to 1.
cardSequenceNumber

pointOfSalelnformation.emv. tags — —
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REST API Field Tap MIT Information/Value

pointOfSalelnformation. entryMode . Set this field to contact
less.

pointOfSalelnformation. Set this field to 5.

terminalCapability

pointOfSalelnformation. terminalld — —

pointOfSalelnformation. Set this field to O.
terminalPinCapability

pointOfSalelnformation. trackData — —

processinginformation. Set this field to true.
authorizationOptions.
debtRecoveryindicator

processinginformation. Set this field to true.
authorizationOptions. —
deferredAuthindicator

processinginformation. Set this field to true.
authorizationOptions.ignoreAvsResult

processinginformation. Set this field to true.
authorizationOptions.ignoreCvResult

processinginformation. Set this field to false.
authorizationOptions.initiator. —
credentialStoredOnFile

processinginformation.
authorizationOptions.

initiator.merchantlnitiatedTransaction.
previousTransactionld

processinginformation. Set this field to 1.
authorizationOptions.
initiator.merchantinitiatedTransaction.
reason

processinginformation. Set this field to true.
authorizationOptions. —
initiator.storedCredentialUsed

processinginformation. Set this field to mercha
authorizationOptions. initiator.type nt.

processinginformation.
captureOptions. dateToCapture
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REST API Field Tap MIT Information/Value
processinginformation. Set this field to retail.
commercelndicator

processinginformation. Set this field to transit.
industryDataType

Tap-Initiated Authorization for Debt
Recovery with EMV Data

This section describes how to process a tap-initiated authorization for debt recovery.
When a cardholder attempts to use a blocked card at the transit reader, create a new debt
recovery authorization request using the chip data from the new tap, along with the fare
amount of the previous declined authorization.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Tap-Initiated Authorization for Debt Recovery
with EMV Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA Debt recovery tap
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsonsaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.cardSequenceN@ebéhis field to 1.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.

Cybersource Mass Transit Payment Services Using EMV and Card Data 82


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-commerce-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-commerce-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-industry-data-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-industry-data-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-comments.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-solution-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-partner-third-party-certnum.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-transaction-id.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-type-a.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-cat-level.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-card-sequence-num.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-emv-tags.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/pos-info-aa/pos-info-entry-mode.html
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pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinginformation.authorizationOptions.8ebtRiacieler ybntruetor
processinglinformation.authorizationOptions.8efetrie fislditotruetor
processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

. API Field Reference for the REST API

REST Example: Tap-Initiated Authorization for Debt Recovery with
EMV Data

Request

{
“clientReferencelnformation”: {
"comments": "TransitDA Debt recovery tap auth",
"code": "10000597",
"transactionld": "20000597",
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"
}
}

processingInformation": {
"industryDataType": "transit",
"captureOptions": {
"dateToCapture": "0425"
}

ommercelndicator": “retail",
"authorizationOptions": {
"debtRecoverylndicator": "true",
"deferredAuthIndicator": "true"

}
}

rderInformation": {

"amountDetails": {
“totalAmount": "10.00",
“currency": "EUR"

}
}

paymentInformation”: {
“card": {
Iltypell: "001"
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}
}

pointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "@"
"emv": {
"tags":
"5F2A0209768407A00000000310109F360200029F03060000000000009C01005F3401019F10201F220100A000000000000
“cardSequenceNumber": "1"
2
"trackData": ";476173XXXXXXXXXX=241220119058254?"
}

}

Response to a Declined Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508883585936636904003"
}
2
“clientReferencelnformation”: {
“code": "10000597",
"partner": {
"solutionId": "548UHQ8Z"
2
"transactionld": "20000597"
2
“errorInformation": {
“reason": "PROCESSOR_DECLINED",
"message": "Decline - General decline of the card. No other information provided by the issuing bank."
}

"id": "6508883585936636904003",
"pointOfSaleInformation”: {
"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}
I
"processorInformation”: {
"systemTraceAuditNumber": "163648",
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": “211512163648",
"transactionId": "016153570198200",
“responseCode": "05",
"avs": {
"code": "2"
}
I
"status": "DECLINED"
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Merchant-Initiated Authorizations for Debt
Recovery with Stored Card Data

This section describes how to process a merchant-initiated authorization for debt
recovery with stored card data.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Merchant-Initiated Authorization for Debt
Recovery with Stored Card Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA Debt recovery MIT
auth.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.expirationMonth
paymentinformation.card.expirationYear
paymentinformation.card.number

paymentinformation.card.type
processinginformation.authorizationOptions.8ebtRiscfietel ybntruetor
processinginformation.authorizationOptions.8ptaiteid fid daltrue.
processinginformation.authorizationOptions.8ptaitd € filedd bl true.
processinginformation.authorizationOptions.Bétithiz fieddlen falseoredOnFile

processinglnformation.authorizationOptions.initiator.merchantlnitiatedTransaction.
previousTransactionid

processinginformation.authorizationOptions.8dtishiy flelddizalitInitiatedTransaction.reason

processinginformation.authorizationOptions.8etishiz fitdded(trueentialUsed
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processinglinformation.authorizationOptions.8eétithis figld to merchant.
processinglnformation.commercelndicator Set this field to moto.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Merchant-Initiated Authorization for Debt Recovery
with Stored Card Data

Request

{

"clientReferencelnformation”: {
"comments": "TransitDA Debt recovery MIT auth”,
"code": "10000596",
"transactionld": "20000596",
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
}

processingInformation": {

"commercelndicator": "moto",
"industryDataType": "transit",
"authorizationOptions": {

"debtRecoverylIndicator": "true",

"ignoreAvsResult": "true",
"ignoreCvResult": "true",
"initiator": {
"type": "merchant’,
"credentialStoredOnFile": “false",
"storedCredentialUsed": "true",
"merchantInitiatedTransaction": {
"reason": "1",

"previousTransactionld": "016153570198200"

}
}
}
}

paymentInformation": {
"card": {
“number": "476173XXXXXXXXXX",
"expirationMonth": "12"
"expirationYear": "2024",
"type": "001"
}
}

rderInformation”: {

"amountDetails": {
"totalAmount": "10.00",
"currency": "EUR"
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}
}
}

Response to a Declined Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508883374816631904001"
}
2
“clientReferencelnformation”: {
"code": "10000596",
"partner": {
"solutionId": "548UHQ8Z"
2
“transactionld": "20000596"
2
"errorInformation": {
“reason": "PROCESSOR_DECLINED",
"message": "Decline - General decline of the card. No other information provided by the issuing bank."
}

"id": "6508883374816631904001",
"pointOfSaleInformation”: {
"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}
}

processorInformation®: {
"systemTraceAuditNumber": "164869",
“networktransactionId": "016153570198200"
"retrievalReferenceNumber": “211512164869"
"transactionId": "016153570198200",
“responseCode": "05",
"avs": {

"code": "1"

}

I

"status": "DECLINED"

Required Fields for a Sale for Debt Recovery

This table provides information about the fields required for tap-initiated and merchant-
initiated (MIT) sales for debt recovery.
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Sales for Debt Recovery Fields

REST API Field

clientReferencelnformation.
code

Tap

MIT

Information/Value

clientReferencelnformation.
comments

For this value, see
Transaction Types on page
48.

clientReferencelnformation.
partner. solutionid

Cybersource provides the val

ue for this fiel

d.

clientReferencelnformation.
partner.
thirdPartyCertificationNumber

Cybersource provides the val

ue for this fiel

d.

clientReferencelnformation.
transactionid

orderinformation.
amountDetails.currency

orderinformation.
amountDetails. totalAmount

paymentinformation.
card.expirationMonth

paymentinformation.
card.expirationYear

paymentinformation.
card.number

paymentinformation.card.type

paymentinformation.
initiationChannel

Set this field to 00.

pointOfSalelnformation.
catLevel

Set this field to 2.

pointOfSalelnformation.emv.
tags

pointOfSalelnformation.
entryMode

Set this field to contactless.

pointOfSalelnformation.serviceCode

pointOfSalelnformation.

terminalCapability

Set this field to 5.
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REST API Field

pointOfSalelnformation.
terminalld

Tap

MIT

Information/Value

pointOfSalelnformation.
terminalPinCapability

Set this field to O.

pointOfSalelnformation.
trackData

processinginformation.
authorizationOptions.
authindicator

Set this field to 1.

processinginformation.
authorizationOptions.
debtRecoveryindicator

Set this field to true.

processinginformation.
authorizationOptions.
deferredAuthindicator

Set this field to true.
Do not include for Maste
rcard transactions.

processinginformation.

authorizationOptions.ignoreAvsResuE

Set this field to true.

processinginformation.

authorizationOptions.ignoreCVResult

Set this field to true.

processinginformation.
authorizationOptions.
initiator.merchantinitiatedTran
previousTransactionld

saction.

processinginformation.
authorizationOptions.
initiator.merchantinitiatedTran
reason

saction.

Set this field to 1.

processinginformation.
authorizationOptions.
initiator.storedCredentialUsed

Set this field to true.

processinginformation.
authorizationOptions.
initiator.type

Set this field to merchant.

processinginformation.
authorizationOptions.
transportationMode

processinginformation.
capture

Set this field to true.
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REST API Field Tap MIT Information/Value

processinginformation.

captureOptions. — —

dateToCapture

processinginformation. For tap-initiated, set this field

commercelndicator to retail.For
merchant-initiated, set this

field to moto.
processinginformation. Set this field to transit.
industryDataType

Tap-Initiated Sale for Mastercard Debt
Recovery with EMV Data

This section describes how to process a tap-initiated sale for Mastercard debt recovery
When a cardholder attempts to use a blocked card at the transit reader, create a new debt
recovery sale request using the chip data from the new tap, along with the fare amount of
the previous declined authorization.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Tap-Initiated Sale for Mastercard Debt
Recovery with EMV Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA Debt recovery tap
sale.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type

paymentinformation.initiationChannel Set this field to 00.
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pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.serviceCode
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinglinformation.authorizationOptions.8eththidifietdito 1.
processinginformation.authorizationOptions.8ebtRiciielkerybntruetor
processinglinformation.authorizationOptions.transportationMode
processinginformation.capture Set this field to true.
processinglinformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Tap-Initiated Sale for Mastercard Debt Recovery
with EMV Data

Request

{

"clientReferencelnformation”: {
"comments": "TransitDA Debt recovery tap sale",
"code": "10000575MC",
"transactionld": "20000575MC",
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
}

processingInformation": {
"industryDataType": "transit",
"commercelndicator": "retail’,
"capture": "true",
"captureOptions™: {
"dateToCapture": "0425"
}

uthorizationOptions": {
"authIndicator": "1",
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"debtRecoverylndicator": “true",
“transportationMode": "00"

}
}

rderInformation”: {

"amountDetails": {
"totalAmount": "10.00",
“currency": "EUR"

}
}

paymentInformation”: {
“card": {
Iltypell: II002II
I
"initiationChannel": "00"

}

pointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "@"
"emv": {
"tags":
"5F2A0209768407A00000000410109F360200039F03060000000000009C0O1005F3401019F10120110A0000F04000000000
I
“trackData": ";5413XXXXXXXXXXXX=491220101234567897",
“serviceCode": "201"
}
}

Response to a Declined Request

{
"_links": {
"self": {
"method": "GET",
"href"; "/pts/v2/payments/650887802747651300400"
}
}

lientReferencelnformation": {
"code": "10000575MC",
"partner": {
"solutionId": "548UHQ8Z"
2
"transactionId": "20000575MC"

}

rrorInformation”: {

“reason": "PROCESSOR_DECLINED",

"message": "Decline - General decline of the card. No other information provided by the issuing bank."
2
"id": "650887802747651300400",

"pointOfSaleInformation”: {

"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
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}
}

processorInformation®: {
"systemTraceAuditNumber": "162956",
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": "211511162956",
"transactionId": "016153570198200",
“responseCode": "05",
"avs": {
"code": "2"
}
I
"status": "DECLINED"
}

Tap-Initiated Sale for Visa Debt Recovery
with EMV Data

This section describes how to process a tap-initiated sale for Visa debt recovery. When
a cardholder attempts to use a blocked card at the transit reader, create a new debt

recovery sale request using the chip data from the new tap, along with the fare amount of
the previous declined authorization.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Tap-Initiated Sale for Visa Debt Recovery with
EMV Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA Debt recovery tap
sale.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type

paymentinformation.initiationChannel Set this field to 00.
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pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.emv.tags

pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.serviceCode
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalldpointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
pointOfSalelnformation.trackData
processinglinformation.authorizationOptions.8eththidifietdito 1.
processinginformation.authorizationOptions.8ebtRiciielkerybntruetor
processinglinformation.authorizationOptions.8efetriedislditiotruetor
processinginformation.authorizationOptions.transportationMode
processinginformation.capture Set this field to true.
processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Tap-Initiated Sale for Visa Debt Recovery with EMV
Data

Request

{

“clientReferencelnformation”: {
"comments": "TransitDA Debt recovery tap sale",
"code": "10000575",
"transactionld": "20000575",
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"
}
}

processingInformation": {
"industryDataType": "transit",
"commercelndicator": "retail",
“capture": "true’,
"captureOptions": {
"dateToCapture": "0425"
I
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"authorizationOptions": {
"authIndicator": "1"
"debtRecoverylndicator": “true",
"deferredAuthIndicator": "true",
“transportationMode": "00"

}
}

rderInformation”: {

"amountDetails": {
"totalAmount": "10.00",
“currency": "EUR"

}
}

paymentInformation”: {
“card": {
Iltypell: "001"
I
"initiationChannel": "00"

}

pointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "@"
"emv": {
"tags":
"5F2A0209768407A00000000410109F360200039F03060000000000009C0O1005F3401019F10120110A0000F04000000000
I
“trackData": ";4413XXXXXXXXXXXX=491220101234567897",
“serviceCode": "201"
}
}

Response to a Declined Request

{
"_links": {
"self": {
"method": "GET",
"href"; "/pts/v2/payments/6508878027476513004004"
}
}

lientReferencelnformation": {
“code": "10000575",
"partner": {
"solutionId": "548UHQ8Z"
I
“transactionld": "20000575"

}

rrorInformation”: {
“reason": "PROCESSOR_DECLINED",
"message": "Decline - General decline of the card. No other information provided by the issuing bank."

}
"id": "6508878027476513004004",

"pointOfSaleInformation”: {
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"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ04DA9F580903B1BAEDFD1438BA48"

}
}

processorInformation®: {
"systemTraceAuditNumber": "162956",
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": “211511162956",
"transactionId": "016153570198200",
“responseCode": "05",
"avs": {
"code": "2"
}
I
"status": "DECLINED"
}

Merchant-Initiated Sale for Debt Recovery
with Stored Card Data

This section describes how to process a bundled authorization and capture to perform a
merchant-initiated sale for debt recovery.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for a Merchant-Initiated Sale for Debt Recovery
with Stored Card Data Using the REST API

clientReferencelnformation.code

clientReferencelnformation.comments Set this field to TransitDA Debt recovery MIT
sale.

clientReferencelnformation.partner.solutionl@ybersource provides the value for this
field.

clientReferencelnformation.partner.thirdPart@gbetsosaicerptonides the value for this
field.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount

paymentinformation.card.expirationMonth
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paymentinformation.card.expirationYear
paymentinformation.card.number

paymentinformation.card.type
processinglinformation.authorizationOptions.8eththidifietdito 1.
processinglinformation.authorizationOptions.8ebtRickielkerybntruetor
processinglinformation.authorizationOptions.8ptthkd fidld taltrue.
processinginformation.authorizationOptions.8ptaitd € filedd bl true.

processinglnformation.authorizationOptions.initiator.merchantlnitiatedTransaction.
previousTransactionld

processinglinformation.authorizationOptions.8etidhiz flelddirelitinitiatedTransaction.reason
processinginformation.authorizationOptions.8etishis fitdded(trueentialUsed
processinglinformation.authorizationOptions.8etithis fighd to merchant.
processinginformation.authorizationOptions.transportationMode
processinginformation.capture Set this field to true.
processinglnformation.commercelndicator Set this field to moto.

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Merchant-Initiated Sale for Debt Recovery with
Stored Card Data

Request

{

“clientReferencelnformation”: {
"comments": "TransitDA Debt recovery MIT sale",
"code": "10000579",
"transactionld": "20000579",
"partner": {
"thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
}

processingInformation": {
"commercelndicator”: "moto",
"industryDataType": "transit",
“reconciliationId": "1111"
“capture": "true’,
"authorizationOptions": {
"debtRecoverylIndicator": "true",

"authIndicator": "1"
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"ignoreAvsResult": "true",
"ignoreCvResult": "true",
“transportationMode": "01",
"initiator": {
"type": "merchant’,
"storedCredentialUsed": “true",
"merchantInitiatedTransaction": {
“reason": "1",

"previousTransactionld": "016153570198200"

}
}
}
}

paymentInformation”: {
“card": {
"number": "541333XXXXXXXXXX",
"expirationMonth": "12"
"expirationYear": "2049"
"type": "002"
}
}

rderInformation: {
"amountDetails": {
"totalAmount": "10.00",
“currency": "EUR"
}
}
}

Response to a Declined Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/payments/6508879024886569004002"

}
}

lientReferencelnformation": {
“code": "10000579",
"partner": {

"solutionId": "548UHQ8Z"

3
"transactionId": "20000579"

}

rrorInformation”: {

“reason": "PROCESSOR_DECLINED",

"message": "Decline - General decline of the card. No other information provided by the issuing bank."
2
"id": "6508879024886569004002",

"pointOfSaleInformation”: {

"emv": {
"tags":
"9F36020015910AB58D60185BEF0247303072179F180430303031860EQ4DA9F580903B1BAEDFD1438BA48"
}
It
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"processorInformation”: {
"systemTraceAuditNumber": "162971"
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": “211511162971"
"transactionId": "016153570198200",
“responseCode": "05",

"avs": {
"code": "1"
}
I
"status": "DECLINED"
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Mass Transit Payment
Services Using TMS Tokens

You can use TMS tokens to request these mass transit payment services:

Authorization for account verification and debt recovery
Sale for aggregated fares and debt recovery
Stand-alone credit

In the card-present EMV contactless request, include the transient token ID in the
tokeniInformation.jti field in place of track 2 data.

When making a tap token creation request, you can include EMV tag-length-value (TLV)
tags in the paymentinformation.fluidData.value field or as part of the payment transaction
request within the pointOfSalelnformation.emv.tags field.

If you send EMV tags in the tap token create request, do not send EMV tags in the
payment transaction request.

When EMV TLV tags are present in both the payment transaction and the token vault,
Cybersource reads the value provided in the payment transaction rather than the values
stored in the vault.

Mastercard EMV transactions include three field values that can be handled automatically:

paymentinformation.card.initiationChannel
pointOfSalelnformation.emv.cardSequenceNumber
pointOfSalelnformation.serviceCode

Your account can be configured to read these values automatically from the EMV TLV tags
and track 2 equivalent. When that option is enabled, do not include those three fields in
EMV payment requests.

If any of these values are present in both the separate fields and the EMV TLV and track 2
equivalent, Cybersource reads the value provided in the separate fields rather than the
values present in the EMV TLV and track 2 equivalent.

Merchant initiated card-not-present payment requests use the
paymentinformation.instrumentldentifier.id field instead of the card number.
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Mass Transit Mastercard Authorization with a
Token

This section describes how to process an authorization with a token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Mastercard Authorization with a Token Using
the REST API

clientReferencelnformation.code

clientReferencelnformation.partner.solutionldhe value for this field is provided by
Cybersource.

clientReferencelnformation.partner.thirdPartyRe vafiesforitNistiedd is provided by
Cybersource.

clientReferencelnformation.transactionld

orderinformation.amountDetails.currency
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orderinformation.amountDetails.totalAmount
paymentinformation.initiationChannel

pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
processinginformation.authorizationOptions.8gythgafietthtdlitruecator
processinginformation.authorizationOptions.8etHtnidifietdito 0.
processinglnformation.authorizationOptions.8efetriedislditimtruetor
processinginformation.authorizationOptions.transportationMode
processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.
processinginformation.industryDataType Set this field to transit.

tokenInformation.jti Generate this value using the UUID2/UUID4
data format.

Related Information
API field reference guide for the REST API

Related information

- API Field Reference for the REST API

REST Example: Performing a Mastercard Authorization with a Token

Request

{

“clientReferencelnformation”: {
"code": "10000721",
"transactionId": "987654321"
“partner": {
“thirdPartyCertificationNumber": "BPCDRC220403",
"solutionId": "548UHQ8Z"

}
}

processingInformation”: {
"industryDataType": "transit",
"processingInformation.commercelndicator” : "retail’,
"captureOptions": {
"dateToCapture": "0425"
Il
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"authorizationOptions": {
"authIndicator": "0"
"deferredAuthIndicator": "true”,

"aggregatedAuthlIndicator": “true",
“transportationMode": "00"

}
}

rderInformation”: {

"amountDetails": {
"totalAmount": "10.00",
“currency": "USD"

}
}

paymentInformation”: {
"initiationChannel": "00"

}

okenInformation": {
"jti": "a76392f4-cded-97aa-1112-0242acl4c005"

}

ointOfSaleInformation”: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "0"
}
}

Response to a Successful Request

{
"_links": {
"authReversal": {
"method": "POST",
"href": "/pts/v2/payments/64823013154065933040011/reversals"
2
"self": {
"method": "GET",
"href": "/pts/v2/payments/6482301315406593304011"

}

apture": {
"method": "POST",
"href": "/pts/v2/payments/6482301315406593304011/captures"
}
b
“clientReferencelnformation”: {
"code": "10000721",
"partner": {
"solutionId": "548UHQ8Z"

3
"transactionld": "987654321"

b
"id": "6482301315406593304011",
"orderInformation”: {
"amountDetails": {
"authorizedAmount": "10.00"
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“currency": "THB"
}
b
"paymentAccountInformation”: {
“card": {
"type": "002"

}
}

"paymentInformation”: {
"tokenizedCard": {

"type": ||002||
}
“card": {
"type": ||002||
}

}

"processorInformation”: {
"systemTraceAuditNumber": "191316"
"approvalCode": “831000"
"merchantAdvice": {

"code": "01",

"codeRaw": "MOQ1"
}

"responseDetails": "ABC",
“networktransactionId": "016153570198201",
“retrievalReferenceNumber": “211511164721"
"consumerAuthenticationResponse": {
“"code": "2",

"codeRaw": "2"

}
"transactionld": "016153570198201",

“responseCode": "00",
"aVS": {
"COde": IIYII,
"codeRaw": "Y"

}
h
"reconciliationld": "6482301315406593304011",

"status": "AUTHORIZED",
"submitTimeUtc": "2022-03-25T17:42:117"

Mass Transit Visa Account Verification
Request (AVR) with a Token

This section describes how to process a zero amount authorization for a mass transit Visa
account verification request (AVR).

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments

Cybersource Mass Transit Payment Services Using TMS Tokens 104



Mass Transit Payment Services Using TMS Tokens

Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Visa AVR Authorization with a Transient Token
Using the REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionld
orderinformation.amountDetails.currency

orderinformation.amountDetails.totalAmountSet this field to 0.00.

paymentinformation.card.type Set this field to 001.
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.entryMode Set this field to contactless.

pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
processinginformation.commercelndicator Set this field to retail.
processinginformation.reconciliationld

tokeninformation.jti

Related information

- API Field Reference for the REST API

REST Example: Performing a Visa AVR Authorization with a Transient
Token

Request

{
“clientReferencelnformation”: {
"transactionId": "5987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
i
"processingInformation": {
"processingInformation.commercelndicator” : "retail’,
“reconciliationld": "asfafafafaffa"

}

rderInformation": {
"amountDetails": {
"totalAmount”: "0.00",
“currency": "THB"
}
,
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"tokenInformation": {
"jti": "a76392f4-cded-97aa-1112-0242acl4c005"

}

ointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "0"
}
}

Response to a Successful Request

{
"_links": {
"authReversal": {
"method": "POST",
"href": "/pts/v2/payments/6482301315406593304003/reversals"
2
"self": {
"method": "GET",
"href": "/pts/v2/payments/6482301315406593304003"

}

apture": {
"method": "POST",
"href": "/pts/v2/payments/6482301315406593304003/captures"”

}
}

lientReferencelnformation": {
"code": "123456",
"transactionId": "5987654321"
it
"id": "6482301315406593304003",
"orderInformation”: {
"amountDetails": {
"authorizedAmount": "0.00",
“currency": "THB"

}
}

aymentAccountInformation": {
“card": {
"type": "001"
}
}

aymentInformation”: {
"tokenizedCard": {
"type": "001"
2
"card": {
"type": "001"
}
}

rocessorInformation”: {
"systemTraceAuditNumber": "191316"
"approvalCode": "831000"
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"merchantAdvice": {
"COde": II®1II,
"codeRaw": "MQQ1"

}

esponseDetails": "ABC",
“networktransactionId": "016153570198200"
"consumerAuthenticationResponse": {
"COde": II2II’

"codeRaw": "2"

2
"transactionId": "016153570198200",
“responseCode": "00",
"avs": {

"code": "Y",

"codeRaw": "Y"

}
}

econciliationld": "asfafafafaffa",
“status": "AUTHORIZED",
"submitTimeUtc": "2022-03-25T17:42:117"
}

Mass Transit Visa Deferred Sale with a Token

This section describes how to process a Visa deferred sale.
A sale transaction is a bundled authorization and capture. At the end of the travel period,
request a Visa deferred sale with a token for an aggregated payment.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Visa Deferred Sale with a Token Using the
REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld

pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
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processinglinformation.authorizationOptions.8gythgafietthtdltruecator
processinginformation.authorizationOptions.8efatriefialditimtruetor
processinginformation.capture Set this field to true.
processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.
processinginformation.industryDataType Set this field to transit.
processinginformation.reconciliationld

tokenInformation.jti

Related information

- API Field Reference for the REST API

REST Example: Performing a Visa Deferred Sale with a Token

Request

{

"clientReferencelnformation”: {
"transactionld": "21987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"

}
L
"processingInformation": {
"industryDataType": "transit",
“reconciliationld": "fgssgsgsgsfg”,
"captureOptions": {
"dateToCapture": "0325"

}

apture": "true',
"processingInformation.commercelndicator
"authorizationOptions": {
"deferredAuthIndicator": "true",

"aggregatedAuthIndicator": "true"
}

:"retail’,

}

rderInformation”: {

"amountDetails": {
"totalAmount": "300.00",
"currency": "THB"

}
L
"tokenInformation": {
"jti": "a76392f4-cde4-97aa-1111-0242ac14c005"

}

ointOfSaleInformation”: {
"terminalld": "12345678",
"catlLevel": "2",

"entryMode": "contactless",
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"terminalCapability": "5"
"terminalPinCapability": "0"
}
}

Response to a Successful Request

{
"_links": {
"void": {
"method": "POST",
"href": "/pts/v2/payments/6482303624466600104004/voids"
}
"self": {
"method": "GET",
"href": "/pts/v2/payments/6482303624466600104004"
}
h

“clientReferencelnformation”: {
“code": "testcodel012",
"transactionId": "21987654321"

b

"id": "6482303624466600104004",

"orderInformation”: {
"amountDetails": {

"totalAmount": "300.00",
"authorizedAmount": "300.00",
“currency": "THB"

}
i
"paymentAccountInformation”: {
“card": {
"type": "001"
}
}

aymentInformation”: {
"tokenizedCard": {

"type": ||001||

}

"card": {
"type": ||001||

}

}

rocessorInformation”: {
"systemTraceAuditNumber": “191328",
"approvalCode": "831000"
"merchantAdvice": {

"code": "01",

"codeRaw": "MQQ1"

}

esponseDetails": "ABC",
“networktransactionId": "016153570198200"
"consumerAuthenticationResponse": {
"code": "2",

"codeRaw": "2"

2
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"transactionId": "016153570198200",
“responseCode": "00",
Ilavsll: {

"COde": IIYII,

"codeRaw": "Y"

}
}

econciliationId": "fgssgsgsgsfg”,
"status": "AUTHORIZED",
"submitTimeUtc": "2022-03-25T17:46:022"

}

Mass Transit Authorizations for a Tap-
Initiated Debt Recovery with a Token

This section describes how to process a tap-initiated authorization for debt recovery with
a token.

When a cardholder attempts to use a blocked card at the transit reader, create a fresh
debt recovery authorization request using the chip data from the new tap, along with the
fare amount of the previous declined authorization.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Tap-Initiated Authorization for Debt Recovery
with a Token Using the REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.type

pointOfSalelnformation.catLevel Set this field to 2.
pointOfSalelnformation.entryMode Set this field to contactless.
pointOfSalelnformation.terminalCapability Set this field to 5.
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapabilitySet this field to 0.
processinginformation.authorizationOptions.8ebtRiscfietel ybntruetor

processinglinformation.authorizationOptions.8efetriefieldirtintruetor
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processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.
processinginformation.industryDataType Set this field to transit.
processinginformation.reconciliationld

tokeninformation.jti

Related information

. API Field Reference for the REST API

REST Example: Performing a Tap-Initiated Authorization for Debt
Recovery with a Token

Request

{
“clientReferencelnformation”: {
"transactionId": "9987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
i
"processingInformation": {
"industryDataType": "transit",
"reconciliationld": "dsgfsgsgsfdsgf",
"captureOptions": {
"dateToCapture": "0114"
2
"processingInformation.commercelndicator” : "retail’,
"authorizationOptions": {
"debtRecoverylndicator": "true",
"deferredAuthIndicator": "true"
}
i
"orderInformation": {
"amountDetails": {
“totalAmount": "10.00",
“currency": "THB"
}
i
"paymentInformation”: {
“card": {
"type": "001"
}
)

okenInformation": {

"jti": "a76392f4-cde4-97aa-1111-0242ac1l4c005"
L
"pointOfSaleInformation”: {
"terminalld": "12345678",
“catlLevel": "2",

"entryMode": "contactless",
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"terminalCapability": "5"
"terminalPinCapability": "0"
}
}

Response to a Successful Request

{
"_links": {
"authReversal": {
"method": "POST",
"href": "/pts/v2/payments/6502823788756237404002/reversals"
2
"self": {
"method": "GET",
"href": "/pts/v2/payments/6502823788756237404002"
}

apture": {
"method": "POST",
"href": "/pts/v2/payments/6502823788756237404002/captures”
}
}

lientReferencelnformation": {
"code": "123456",
"transactionId": "9987654321"
it
"id": "6502823788756237404002",
"orderInformation”: {
"amountDetails": {
"authorizedAmount": "10.00"
“currency": "THB"

}
}

aymentAccountInformation": {
“card": {
"type": "001"
}
}

aymentInformation”: {

"accountFeatures": {
“category": "A",
"group": "0"

}

okenizedCard": {
"type": "001"
2
"card": {
"type": "001"
}
}

ointOfSaleInformation: {
"emv": {
"tags": "5004564953419F26087C14E9BE1F1065094F07A0000000031010820220009F360203709F0702C0809F2701409
}
}

rocessorInformation”: {
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"systemTraceAuditNumber": "115052"
"approvalCode": "831000"
"networktransactionId": "016153570198200"
“retrievalReferenceNumber": "210811115052",
"transactionId": "016153570198200",
“responseCode": "00",
"avs": {
"code": "2"

}

}

econciliationId": "dsgfsgsgsfdsgf",
"status": "AUTHORIZED",
"submitTimeUtc": "2022-04-18T11:46:192"

}

Mass Transit Merchant-Initiated
Authorizations for Debt Recovery with a
Token

This section describes how to process an authorization for a merchant-initiated debt
recovery with a token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Merchant-Initiated Authorization for Debt
Recovery with a Token Using the REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.expirationMonth
paymentinformation.card.expirationYear
paymentinformation.card.type
paymentinformation.instrumentldentifier.id
processinginformation.authorizationOptions.8ebtRiscfietel ybtruetor
processinginformation.authorizationOptions.ignoreAvsResult

processinginformation.authorizationOptions.ignoreCvResult
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processinginformation.authorizationOptions.initiator.merchantlnitiatedTransaction.previousTransac
processinglnformation.authorizationOptions.initiator.merchantlnitiatedTransaction.reason
processinginformation.authorizationOptions.initiator.storedCredentialUsed
processinginformation.authorizationOptions.initiator.type
processinginformation.commercelndicator

processinginformation.industryDataType Set this field to transit.

processinginformation.reconciliationld

Related information

- API Field Reference for the REST API

REST Example: Performing a Merchant-Initiated Authorization for
Debt Recovery with a Token

Request

{
"clientReferencelnformation”: {
"transactionld": "29987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
L
"processingInformation": {
"processingInformation.commercelndicator” : "moto”,
"industryDataType": "transit",
“reconciliationld": "fgssgsgsgsfg”,
"authorizationOptions": {
"debtRecoverylIndicator": "true",
"ignoreAvsResult": "true",
"ignoreCvResult": "true",
"initiator": {
"type": "merchant’,
"storedCredentialUsed": "true",
"merchantInitiatedTransaction": {
"reason": "1",
"previousTransactionld": "123456766012345"
}
}
}
L
"paymentInformation”: {
"card": {
"expirationMonth": "12"
"expirationYear": "2031"
"type": "001"
L
"instrumentlIdentifier": {
"id": "CD616772D8355EAGEQ53AF598EQAE794"
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}
}

rderInformation”: {

"amountDetails": {
"totalAmount": "10.00",
“currency": "THB"

}
}
}

Response to a Successful Request

{
"_links": {
"authReversal": {
"method": "POST",
"href": "/pts/v2/payments/6482309374186627704003/reversals"
2
"self": {
"method": "GET",
"href": "/pts/v2/payments/6482309374186627704003"

}

apture": {
"method": "POST",
"href": "/pts/v2/payments/6482309374186627704003/captures"

}
b
“clientReferencelnformation”: {
"code": "TC50171_3",
"transactionId": "29987654321"
b
"id": "6482309374186627704003",
"orderInformation”: {
"amountDetails": {
"authorizedAmount": "10.00"
“currency": "THB"

}
}

aymentAccountInformation": {
“card": {
"type": "001"
}
}

aymentInformation”: {

"accountFeatures": {
“category": "A",
IlgrOupll: "0“

2

"tokenizedCard": {
Iltypell: "001"

}

instrumentIdentifier": {
"id": "CD616772D8355EAGEQ53AF598EQAE794",
"state": "ACTIVE"

}
"card": {

Cybersource Mass Transit Payment Services Using TMS Tokens 15



Mass Transit Payment Services Using TMS Tokens

"type": ||®®1||
}
}

"pointOfSaleInformation”: {
Ilemvll: {
"tags": "5004564953419F26087C14E9BE1F1065094F07A0000000031010820220009F360203709F0702C0809F2701409

}
}

rocessorInformation”: {
"systemTraceAuditNumber": "191368",
"approvalCode": "831000"
“networktransactionId": "016153570198200"
"transactionId": "016153570198200",
“responseCode": "00",
"avs": {

"code": "1"

}
i
“reconciliationld": "fgssgsgsgsfg”,
"status": "AUTHORIZED",
"submitTimeUtc": "2022-03-25T717:55:372"

}

Mass Transit Tap-Initiated Sale for Debt
Recovery with a Token

This section describes how to process a tap-initiated sale for debt recovery with a token.
A sale transaction is a bundled authorization and capture. When a cardholder attempts
to use a blocked card at the transit reader, create a fresh debt recovery sale request
using the chip data from the new tap, along with the fare amount of the previous declined
authorization.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Tap-Initiated Sale for Debt Recovery with a
Token Using the REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionid
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount

paymentinformation.card.type
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pointOfSalelnformation.catLevel

pointOfSalelnformation.entryMode
pointOfSalelnformation.terminalCapability
pointOfSalelnformation.terminalld
pointOfSalelnformation.terminalPinCapability
processinginformation.authorizationOptions.8ebtRiacieler ybntruetor
processinginformation.authorizationOptions.Sefetriefisldirtiotruetor
processinginformation.capture Set this field to true.
processinglnformation.captureOptions.dateToCapture
processinginformation.commercelndicator Set this field to retail.
processinginformation.industryDataType Set this field to transit.
processinginformation.reconciliationld

tokenInformation.jti

Related information

- API Field Reference for the REST API

REST Example: Performing a Tap-Initiated Sale for Debt Recovery
with a Token

Request

{

"clientReferencelnformation”: {
"transactionld": "12987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"

}
}

rocessingInformation": {

"industryDataType": "transit",

“reconciliationId": "dsgfsgsgsfdsgf",

"captureOptions": {
"dateToCapture": "0114"

}

apture": "true',
"processingInformation.commercelndicator” : "retail’,
"authorizationOptions": {
"debtRecoverylIndicator": "true",
"deferredAuthIndicator": "true"

}
}

rderInformation”: {
"amountDetails": {
"totalAmount": "10.00",
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“currency": "THB"

}
}

aymentInformation”: {
“card": {
"type": "001"
}
}

okenInformation": {
"jti": "a76392f4-cde4-97aa-1111-0242ac14c005"

}

ointOfSaleInformation: {
"terminalld": "12345678",
“"catlLevel": "2",
"entryMode": "contactless",
"terminalCapability": "5"
"terminalPinCapability": "0"
}
}

Response to a Successful Request

{
"_links": {
"void": {
"method": "POST",
"href": "/pts/v2/payments/6502821914766725604006/voids"
}
"self": {
"method": "GET",
"href": "/pts/v2/payments/6502821914766725604006"

}
i
“clientReferencelnformation”: {
"code": "123456",
"transactionId": "12987654321"
it
"id": "6502821914766725604006",
"orderInformation”: {
"amountDetails": {
"totalAmount": "10.00",
"authorizedAmount": "10.00"
“currency": "THB"

}
}

aymentAccountInformation": {
“card": {
"type": "001"
}
}

aymentInformation”: {

"accountFeatures": {
“category": "A",
"group": "0"

}

okenizedCard": {
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Iltypell: Ilmmlll
2
"card": {

Iltypell: Ilmmlll

}

i
"pointOfSaleInformation”: {

"emv": {
"tags": "5004564953419F26087C14E9BE1F1065094F07A0000000031010820220009F360203709F0702C0809F2701409

}
}

"processorInformation”: {
"systemTraceAuditNumber": “114880"
"approvalCode": "831000"
“networktransactionId": "016153570198200"
“retrievalReferenceNumber": “210811114880"
"transactionId": "12987654321",
“responseCode": "00",

"avs": {
"code": "2"
}
b
“reconciliationld": "dsgfsgsgsfdsgf",

"status": "AUTHORIZED",
"submitTimeUtc": "2022-04-18T11:43:117"

Mass Transit Merchant-Initiated Sale for
Debt Recovery with a Token

This section describes how to process a merchant-initiated sale for debt recovery with a
token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Required Fields for a Merchant-Initiated Sale for Debt Recovery
with a Token Using the REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionid
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount

paymentinformation.card.cardType
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paymentinformation.card.expirationMonth
paymentinformation.card.expirationYear
paymentinformation.instrumentldentifier.id
processinginformation.authorizationOptions.8ebtRiacieler ybntruetor
processinginformation.authorizationOptions.ignoreAvsResult
processinginformation.authorizationOptions.ignoreCvResult

processinglinformation.authorizationOptions.initiator.merchantlnitiatedTransaction.
previousTransactionld

processinginformation.authorizationOptions.initiator.merchantlnitiatedTransaction.reason
processinginformation.authorizationOptions.initiator.storedCredentialUsed
processinginformation.authorizationOptions.initiator.type

processinginformation.capture Set this field to true.
processinglnformation.commercelndicator Set this field to moto.
processinginformation.industryDataType Set this field to transit.

processinginformation.reconciliationld

Related information

- API Field Reference for the REST API

REST Example: Performing a Merchant-Initiated Sale for Debt
Recovery with a Token

Request

{

“clientReferencelnformation”: {
"transactionId": "26987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
}

rocessingInformation: {
"commercelndicator” : "moto",
"industryDataType": "transit",
“reconciliationld": "fgssgsgsgsfg",
“capture": "true’,
"authorizationOptions": {
"debtRecoverylIndicator": "true",
"ignoreAvsResult": "true",
"ignoreCvResult": "true",
"initiator": {
"type": "merchant’,
"storedCredentialUsed": "true",

"merchantInitiatedTransaction": {
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“reason": "1",
"previousTransactionId": "123456789012345"

}
}
}
}

aymentInformation”: {

“card": {
"expirationMonth": "12"
"expirationYear": "2031"
“"cardType": "001"

}

instrumentIdentifier": {
"id": "CD616772D8355EAGEQ53AF598EQAE794"
}
}

rderInformation: {
"amountDetails": {
"totalAmount": "10.00",
“currency": "THB"
}
}
}

Response to a Successful Request

{
"_links": {
"void": {
"method": "POST",

"href": "/pts/v2/payments/6482305297396608504004/voids"

}
n el II: {
"method": "GET",

"href": "/pts/v2/payments/6482305297396608504004"

}
}

lientReferencelnformation": {
"code": "TC50171_3",
"transactionId": "26987654321"
it
"id": "6482305297396608504004",
"orderInformation”: {
"amountDetails": {
"totalAmount": "10.00",
"authorizedAmount": "10.00"
“currency": "THB"

}
}

aymentAccountInformation": {
“card": {
"type": "001"
}
}

aymentInformation”: {
"accountFeatures": {
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"category": "A",
Ilgroupll: "0“

L

"tokenizedCard": {
Iltypell: "001"

}

instrumentIdentifier": {
"id": "CD616772D8355EAGEQ53AF598EQAE794",
"state": "ACTIVE"
2
"card": {
"type": "001"
}
}

ointOfSaleInformation: {
"emv": {
"tags": "5004564953419F26087C14E9BE1F1065094F07A0000000031010820220009F360203709F0702C0809F2701409
}
}

rocessorInformation”: {
"systemTraceAuditNumber": "190723",
"approvalCode": “831000"
“networktransactionId": "016153570198200"
"transactionId": "016153570198200",
“responseCode": "00",
"avs": {

"code": "1"

}
}

econciliationId": "fgssgsgsgsfg”,
"status": "AUTHORIZED",
"submitTimeUtc": "2022-03-25T17:48:50Z"

Mass Transit Stand-Alone Credit with a
Token

This section describes how to process a stand-alone credit with a token.

A stand-alone credit is a credit that is not linked to a capture. There is no time limit for
requesting a stand-alone credit.

When a request for a credit is successful, the issuing bank for the payment card takes
money out of your merchant bank account and returns it to the customer. It usually takes
two to four days for your acquiring bank to transfer funds from your merchant bank
account.

Carefully control access to the credit service. Do not request this service directly from
your customer interface. Instead, incorporate this service as part of your customer
service process.
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& Warning

Follow the preceding guidelines to prevent unauthorized credits.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/credits
Production: POST https://api.cybersource.com/pts/v2/credits

Required Fields for a Stand-Alone Credit with a Token Using the
REST API

clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionld
orderinformation.amountDetails.currency
orderinformation.amountDetails.totalAmount
paymentinformation.card.expirationMonth
paymentinformation.card.expirationYear
paymentinformation.card.type

paymentinformation.instrumentldentifier.id

Related information

. API Field Reference for the REST API

REST Example: Performing a Stand-Alone Credit with a Token

Request

{
"clientReferencelnformation”: {
"transactionld": "43987654321",
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
s
"paymentInformation": {
"card": {
"expirationMonth": "03",
"expirationYear": "2031",
"type": "001"
L
"instrumentIdentifier": {
"id": "DCED1B858116F177EQ53AF598EQAAIDA"
}

}

rderInformation™: {
"amountDetails": {
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"totalAmount"
:"200.00"
“currency": "THB"

}
}
}

Response to a Successful Request

{
"_links": {
"void": {
"method": "POST",
"href": "/pts/v2/credits/6502828338426145304001/voids"
}
"self": {
"method": "GET",
"href": "/pts/v2/credits/6502828338426145304001"

}
}

lientReferencelnformation": {
"code": "12345678",
"transactionId": "43987654321"
i
"creditAmountDetails": {
“currency": "THB",
"creditAmount": "200.00"
it
"id": "6502828338426145304001",
"orderInformation”: {
"amountDetails": {
“currency": "THB"

}
}

aymentAccountInformation": {
“card": {
"type": "001"
}
}

aymentInformation”: {

"tokenizedCard": {
Iltypell: "001"

}

instrumentIdentifier": {
"id": "DCED1B858116F177EQ53AF598EQAALDA",
"state": "ACTIVE"
2
"card": {
"type": "001"
}
i
“reconciliationId": "6502828338426145304001",

"status": "PENDING",
"submitTimeUtc": "2022-04-18T11:53:547"
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Mass Transit Follow-On
Payment Services

You can request these follow-on transactions for mass transit:

Capture
Authorization reversal
Timeout reversal
Timeout void

Required Fields for Mass Transit Captures

This table provides information about the fields required for mass transit captures.

Captures

REST API Field

clientReferencelnformation. comments

Capture

Information/Value

For this value, see
Transaction Types on page
48.

clientReferencelnformation. partner.
thirdPartyCertificationNumber

Cybersource provides the v

alue for this
field.

clientReferencelnformation.
transactionid

orderinformation.
amountDetails.currency

orderinformation. amountDetails.
totalAmount
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Capture an Authorization

This section describes how to process a capture.
When a transaction is below the threshold for First Ride Risk protection, use the capture
service to capture funds from a declined authorization.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments/{id}/captures
Test: POST https://apitest.cybersource.com/pts/v2/payments/{id}/captures
The {id} is the transaction ID returned in the authorization response.

Required Fields for a Mass Transit Capture

clientReferencelnformation.comments

clientReferencelnformation.partner.thirdPartyRe véfueaforrtNistiedd is provided by
Cybersource.

clientReferencelnformation.transactionld
orderinformation.amountDetails.currency

orderinformation.amountDetails.totalAmount

Related Information
API field reference guide for the REST API

REST Example: Capture an Authorization

Request

{
"clientReferencelnformation”: {
"comments": "TransitDA BAU capture”,
"transactionld": "14987654321"
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
}

rderInformation™: {
"amountDetails": {
"totalAmount": "10.00",
"currency": "EUR"
}
}
}

Response to a Successful Request

{
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"_links": {
"void": {
"method": "POST",
"href": "/pts/v2/captures/6484688186356910704004/voids"
}
"self": {
"method": "GET",
"href": "/pts/v2/captures/6484688186356910704004"

}
}

lientReferencelnformation": {

"comments": "capture”,

“code": "testcodel012",

"transactionId": "14987654321"
it
"id": "6484688186356910704004",
"orderInformation”: {
"amountDetails": {

"totalAmount": "10.00",

“currency": "EUR"

}
}

econciliationId": "fgssgsgsgsfg”,
"status": "PENDING",
"submitTimeUtc": "2022-03-28T12:00:182"

Required Fields for Mass Transit Reversals

This table provides information about the fields required for mass transit reversals.

Reversal Fields

REST API Field Authorizati Timeout Information/Value

on Reversal Reversal
clientReferencelnformation. For this value, see
comments Transaction Types on

page 48.

clientReferencelnformation. Cybersource provides t
partner. he value for this
thirdPartyCertificationNumber field.
clientReferencelnformation. . .
transactionld
orderinformation. . .
amountDetails.currency
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on Reversal Reversal

orderinformation. amountDetails.
totalAmount

REST API Field Authorizati Timeout Information/Value

reversallnformation. reason —

Authorization Reversal

This section describes how to reverse an authorization.

Use the authorization reversal service to reverse an unnecessary or undesired
authorization.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments/{id}/reversals
Test: POST https://apitest.cybersource.com/pts/v2/payments/{id}/reversals
The {id} is the transaction ID returned in the authorization response.

Required Fields for a Mass Transit Authorization Reversal

clientReferencelnformation.comments
clientReferencelnformation.partner.thirdPartyCertificationNumber
clientReferencelnformation.transactionld
reversallnformation.amountDetails.currency

reversallnformation.amountDetails.totalAmount

Related Information
API field reference guide for the REST API

REST Example: Reversing a Mass Transit Authorization

Request

{
"clientReferencelnformation”: {
"comments": "REVERSAL Timeout",
"transactionld": "11987654321"
"partner": {
"thirdPartyCertificationNumber": "123456789012"
}
s
"reversalIlnformation": {
"amountDetails": {
“totalAmount": "300.00",
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“currency": "EUR"
}
}
}

Response to a Successful Request

{
"_links": {
"self": {
"method": "GET",
"href"; "/pts/v2/reversals/6484678664766823004004"
}
}

lientReferencelnformation": {
"code": "123456",
"transactionId": "11987654321"
it
"id": "6484678664766823004004",
"orderInformation”: {
"amountDetails": {
“currency": "EUR"
}
}

rocessorInformation”: {
"responseDetails": "ABC",
“responseCode": "00"

b
“reconciliationId": "6484678664766823004004",
“reversalAmountDetails": {

“reversedAmount": "300.00",

“currency": "EUR"

h
"status": "REVERSED",

"submitTimeUtc": "2022-03-28T11:44:267"

Timeout Reversal

This section describes how to reverse an authorization that is not completed within the
time allowed and times out.

Production: POST https://api.cybersource.com/pts/v2/reversals
Test: POST https://apitest.cybersource.com/pts/v2/reversals

Required Fields for a Timeout Reversal

clientReferencelnformation.comments Set this field to REVERSAL Timeout.
clientReferencelnformation.transactionld

reversallnformation.amountDetails.totalAmount
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reversallnformation.reason

Related information

- API Field Reference for the REST API

REST Example: Timeout Reversal

Request

{

“clientReferencelnformation®: {
"comments": "REVERSAL Timeout",
"transactionld": "78885555"

}

reversallnformation": {
"amountDetails": {
"totalAmount": "10.00"

i
)
)

reason": "testing"

Response to a Successful Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/reversals/6502854707106431104004"

}
}

lientReferenceInformation": {
“code": "1650285470690",
"transactionId": "78885555"
h
"id": "6502854707106431104004",
"orderInformation": {
"amountDetails": {

“currency": "EUR"

}
}

pointOfSaleInformation®: {
"emv": {
"tags":
"5004564953419F26087C14E9BE1F1065094F07A0000000031010820220009F360203709F0702C0809F2701409F100706010A
}
}

processorInformation”: {
“responseCode": "00"

s
"reconciliationId": "6502854707106431104004"
“reversalAmountDetails": {

“reversedAmount": "10.00",

“currency": "EUR"

Cybersource Mass Transit Follow-On Payment Services 130


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/reversal-info-aa/reversal-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/api-fields/topics/rest-api-fields-intro.dita

Mass Transit Follow-On Payment Services

h
"status": "REVERSED",

"submitTimeUtc": "2022-04-18T12:37:50Z"
}

Response to a Decline Request

{
"id": "6502857670496139204005",

"submitTimeUtc": "2022-04-18T12:42:477",

"status": "INVALID_REQUEST",

“reason”: "INVALID_DATA",

"message": "Declined - One or more fields in the request contains invalid data"

Required Field for Timeout Voids

This table provides information about the field required for timeout voids.

Timeout Void Field

REST API Field Timeout Void |Information/Value
clientReferencelnformation. comments For this value, see
Transaction Types on page
48.
clientReferencelnformation. Set this field to the unique cl
transactionid ientReferencelnformation.tr
ansactionld value from the tr
ansaction that timed out.

Timeout Void

This section describes how to void an authorization, capture, refund, or

credit when you do not receive a response within the time allowed and the

transaction times out. To use this feature, you must include a unique value in the
clientReferencelnformation.transactionld field in your payment, capture, refund, or credit
request and use the same unique value for the clientReferencelnformation.transactionid
field in this request to reverse the transaction.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/voids/
Test: POST https://apitest.cybersource.com/pts/v2/voids/
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Required Field for a Timeout Void

clientReferencelnformation.comments Set this field to REVERSAL Timeout.

clientReferencelnformation.transactionld

Related information

- API Field Reference for the REST API

REST Example: Timeout Void

Request

{

"clientReferencelnformation™: {
"comments": "VOID Timeout",
"transactionld": "888858556"

}

}

Response to a Successful Request

{
"_links": {
"self": {
"method": "GET",
"href": "/pts/v2/voids/6502849034136438604002"
}
L
"clientReferencelnformation™: {
"code": "1650284903396",
"transactionld": "888858556"

L
"id": "6502849034136438604002",
"orderInformation": {

"amountDetails": {

"currency": "EUR"
}
L
"status": "VOIDED",
"submitTimeUtc": "2022-04-18712:28:237",
"voidAmountDetails": {
"currency": "EUR",
"voidAmount": "10.00"
}
}

Response to a Declined Request

{
"id": "6502858209346457804004",

"submitTimeUtc": "2022-04-18T12:43:417",
"status": "INVALID_REQUEST",
“reason": "INVALID_DATA",
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"message": "Declined - One or more fields in the request contains invalid data"

}
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Mass Transit Token
Management Services

Use the Token Management Service to create, retrieve, and delete tokens for mass
transit.

Creating a Token

This section describes how to create tokens directly from the validator or through your
back office system.

When the customer taps their card, the validator generates a unique transaction identifier
that is used to create these tokens:

Transient token: tokenized EMV tag data and track2 data. Used as the transaction ID to
create the instrument identifier and payment instrument tokens, and as the payment
token for the final authorization and sale transactions. You can delete this token after a
success transit payment for the travel period. Cybersource stores this token for 7 days.
Instrument identifier: tokenized card number, used for follow-on payment transactions
and BIN lookup.

Payment instrument: stores the card hash that is used to identify the payment card in
the deny list.

This diagram shows the process for creating a token.
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Creating a Token

The token creation process begins when the when the cardholder taps a payment card at
the fare collection terminal.

1. The cardholder taps their contactless card.

2. Regular local transit processing occurs. See Mass Transit Transaction Workflows on
page 31.

3. The validator encrypts the card data and creates the card hash value.

4. Your system uses the card hash value to create the tokens.

9. You receive the tokens in the response message.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/taps
Production: POST https://api.cybersource.com/tms/v2/taps
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Required Fields for Creating a Token Using the REST API

id Transient token identifier assigned by the
contactless terminal.

paymentinformation.card.hash
paymentinformation.fluidData.descriptor
paymentinformation.fluidData.encoding
paymentinformation.fluidData.value
pointOfSalelnformation.deviceld

processinginformation.industryDataType Set this field to transit.

Related information

- API Field Reference for the REST API

REST Example: Create a Token

Request

{
"1d": "a76392f4-cde4-97aa-1111-0252ac14c005",

"paymentInformation”: {

"card": {

"hash": "7400A4154369E584BA36CA19B50AAA3FOAEQ764B3E87B2B93CF8FBC11112"

L
"fluidData": {

"descriptor": "4649443D454D562E5041594D454E542E415049",

"encoding": "Hex",

"value": "DFEE12(QA8888885140001840000357189141DC75F996D2E930BOADABE73
5CBEBQECF17A263E94964F07A0000000031010500b4379626572736F7572
63655F2D02456E5F3401015F360102820220008407A00000000310109505
00000000009A032101199C01009F02060000000004009F03060000000000
009F030200019F1006A1B2C3D4ESF69F1A0208409F21031301255F2A0208
409F26080123456789ABCDEFOF2701409F33030000009F360200019F3501
259F3704123456789F390100"

}
}

ointOfSaleInformation”: {
"deviceld": "FF123457"

}

rocessingInformation": {
"industryDataType": "transit"

}
}

Response 202

No body response
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Retrieving Transient Token Details

This section describes how to use the token retrieval service to get the transient token
details such as the instrument identifier token and payment instrument token. Use the
payment instrument token for token management. Use the instrument identifier for these
transactions:

« Merchant-initiated debt recovery
Stand-alone credit

Endpoint
Test: POST https://apitest.cybersource.com/tms/v2/taps/{id}
Production: POST https://api.cybersource.com/tms/v2/taps/{id}

REST Example: Retrieve Transient Token Details Using the REST API

Request

{
}

Response 200

{
"id": "a76392f4-cde4-97aa-1111-0252ac14c005",

"paymentInformation: {
"card": {
"expirationMonth": "12"
"expirationYear": "2030"

}
}

ointOfSaleInformation": {

"deviceld": "FF123457",

"emv": {
"applicationIdentifier": "AOQ00000031010",
"applicationLabel": "Company"

}
}

rocessingInformation": {

"industryDataType": "transit"
}

okenInformation": {
"instrumentIdentifier”: {
"id": "CD616772D8355EAGES3AF598EQAE794"

}

aymentInstrument": {
"id": "DB@875B76F95085CEQ53AF598EDAG354"

}

1
"_links": {
"self": {
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"href": "/tms/v2/taps/a76392f4-cde4-97aa-1111-0252ac14c005"
}

aymentInstrument": {
"href": "/tms/vl/paymentinstruments/DB0875B76F95085CEQ53AF598EQA6354 "

}

instrumentIdentifier": {
"href": "/tms/vl/instrumentidentifiers/CD616772D835EAGES53AF598EQAE794"

}
}
}

Retrieving an Instrument |dentifier Details

This section describes how to retrieve instrument identifier details.

Endpoint

Test: GET https://apitest.cybersource.com/tms/vl/instrumentidentifiers/{id}
Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/{id}

The id is the instrument identifier ID that was returned in a token management service
response.

}

“tokenInformation": {
"instrumentIdentifier": {
"id": "CD616772D8355EAGEQ53AF598EQAE794"

2

REST Example: Retrieving Instrument Identifier Details Using the
REST API

Request

{
}

Response 200

{
"_links": {
"self": {
"href": "https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
CD616772D8355EAGEQ53AF598EQAE794"
I
"paymentInstruments": {
"href": "https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
CD616772D8355EAGEQ53AF598EDAE794/paymentinstruments”
}
i
"id": "CD616772D8355EAGEQ53AF598EQAE794",

"object": "instrumentlIdentifier®”,
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“state": "ACTIVE"
“card": {

“number": "41111IXXXXXXXXXX"
}

rocessingInformation”: {
"authorizationOptions": {
"initiator": {
"merchantInitiatedTransaction": {
"previousTransactionld": "016153570198200"

Retrieving Card Hash Details

This section describes how to use the card hash to retrieve the details, which include the
instrument identifier token and payment instrument token.

Endpoint
Test: GET https://apitest.cybersource.com/tms/vl/paymentinstruments/{id}

Production: GET https://api.cybersource.com/tms/vl/paymentinstruments/{id}
The id is the transient token identifier assigned by the contactless terminal.

REST Example: Retrieving Card Hash Details Using the REST API

Request

{
}

Response 200

{
"_links": {
"self": {
"href": https://apitest.cybersource.com/tms/vl/paymentinstruments/
CD98B27F62A8AECBEQ53AF598EDAF965
}
I
"id": "CD98B27F62A8AECBEQ53AF598EQAF965",
"object": "paymentInstrument’,
"state": "ACTIVE",
"type": "cardHash",
“card": {
"expirationMonth": "12"
"expirationYear": “2030",

"type": "visa",
"hash": "7400A4154369E584BA36CA19B50AAA3FOAEQ7FEAE64B3E87B2B93CF8FBCI7777"
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"metadata”: {
“creator": "tml_tap02"
2
"_embedded": {
"instrumentIdentifier": {
"_links": {
"self": {
"href": https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
CD616772D8355EAGEQ53AF598EQAE794
2
"paymentInstruments": {
"href": https://apitest.cybersource.com/tms/vl/instrumentidentifiers/

CD616772D8355EAGEQ53AF598EDAE794/paymentinstruments
}
2
"id": "CD616772D8355EAGEQ53AF598EQAE794",
"object": "instrumentlIdentifier®”,
"state": "ACTIVE",
“card": {
"number": "476173XXXXXXXXXX"
2
"processingInformation: {
"authorizationOptions": {
"initiator": {
"merchantInitiatedTransaction": {
"previousTransactionld": "016153570198200"

}
}
}
}

metadata": {
“creator": "tml_tap01"

}
}
}
}

Retrieving Payment Instrument Details

This section describes how to send a GET request to retrieve payment instrument details,

which include the card details, card hash, and instrument identifier.

Endpoint

Test: GET https://apitest.cybersource.com/tms/vl/paymentinstruments/{id}
Production: GET https://api.cybersource.com/tms/vl/paymentinstruments/{id}
The id is the transient token identifier assigned by the contactless terminal.
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REST Example: Retrieving Payment Instrument Details Using the

REST API

Request

{
}

Response 200

{
"_links": {
"self": {
"href": https://apitest.cybersource.com/tms/vl/paymentinstruments/
CD98B27F62A8AECBEQ53AF598EDAF965
}
2
"id": "CD98B27F62A8AECBEQ53AF598EQAF965",
"object": "paymentInstrument’,
"state": "ACTIVE",
"type": "cardHash",
“card": {
"expirationMonth": "12"
"expirationYear": "2030"
"type": "visa",
"hash": "7400A4154369E584BA36CA19B50AAA3SFOAEQ7FEAE64B3E87B2B93CF8FBCI7777"
2
"_embedded": {
"instrumentIdentifier": {
"_links": {
"self": {
"href": https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
CD616772D8355EAGEQ53AF598EQAE794
2
"paymentInstruments": {
"href": https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
CD616772D8355EAGEQ53AF598EDAE794/paymentinstruments
}
2
"id": "CD616772D8355EAGEQ53AF598EQAE794",
"object": "instrumentlIdentifier®”,
"state": "ACTIVE",
“card": {
"number": "476173XXXXXXXXXX"
2
"processingInformation: {
"authorizationOptions": {
"initiator": {
"merchantlInitiatedTransaction": {
"previousTransactionld": "016153570198200"
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Deleting an Instrument Identifier

This section describes how to send a DELETE request to delete an instrument identifier.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/vl/instrumentidentifiers/{id}
Production: DELETE https://api.cybersource.com/tms/vl/instrumentidentifiers/{id}
The id is the instrument identifier ID that was returned in a token management service
response.

}

"tokenInformation": {
"instrumentIdentifier": {
"id": "CD616772D8355EAGEQ53AF598EQAE794"

}

REST Example: Deleting an Instrument Identifier Using the REST API

Request

{
}

Response 204
No response body

Response 409

{
"_links": {
"paymentInstruments": {
"href": "https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
CD776F4472D6AC69EQS3AF598EQA3DF3/paymentinstruments”
}
}

rrors": [

{ n,.n

"type": "instrumentlIdentifierDeletionError",
"message": "Action cannot be performed as the InstrumentIdentifier is associated with one or more PaymentInstri

}
]
}

Response 410: Deleting an Instrument Identifier

{
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“errors": [

{
"type": "notAvailable",
"message": "Token not available"

}
1
}

Deleting a Card Hash

This section describes how to send a DELETE request to delete a card hash.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/vl/paymentinstruments/{id}
Production: DELETE https://api.cybersource.com/tms/vl/paymentinstruments/{id}
The id is the card.hash value that was returned in the retrieve a payment instrument
response.

"card": {
"expirationMonth": "12"
"expirationYear": "2030"

"type": "visa",
"hash": "7400A4154369E584BA36CA19B50AAA3FOAEQ7FEQ3CF8FBCI7777"
}

REST Example: Deleting a Card Hash

Request

{
}

Response 204: Deleting a Card Hash
No response body

Response 410: Deleting a Card Hash

{
"errors": [
{
"type": "notAvailable",
"message": "Token not available"
}
]
}
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Transit Test Cases

Message-Level Validation Test Cases

Case # Transaction Card Type Amount

Visa AVR and Sale for Aggregated

¥ e
Transaction

Comments

1 Account verification Visa 0.00
request (AVR)

For Visa, an AVR is pe
rformed when the ca
rd is first used in the

transit
system or on a more
frequent basis depe
nding on what the PT
O/PTP

requires.

2 Deferred sale for agg Visa 9900.00
regated transaction

Visa First Ride Protection

3.1 Deferred sale foran Visa 9904.00 Response is a declin
aggregated transact e that is eligible for c
ion apture.

3.2 Follow-on capture Visa 9904.00 Even though the amo

unt exceeds what is
allowed for captured
under
Visa's First Ride Prot
ection rules, procee
d with the capture in
order to

complete this test
case.
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Case # Transaction Card Type Amount Comments
1 e e e

Mastercard Authorization and Capture

4.1 Authorization foran Mastercard 10.00
aggregated transact
ion

4.2 Follow-on capture of Mastercard 9900.00
an aggregated trans
action

Debt Recovery

5.1 Deferred sale Mastercard, Visa 9904.00 Response is a declin

e that is not eligible f
or capture. Attempt
to recla
im debt using MOTO,
tap-initiated, mercha
nt-initiated,

card-not-prese
nt debt recovery.

5.2 MOTO debt recovery Mastercard, Visa 9601.00 Response is a declin

e, but it allows you to
validate the Debt

Recovery
payload.

6.2 Tap-initiated debt re Mastercard, Visa 9904.00 Response is a declin
covery e, but it allows you to

validate the Debt
Recovery
payload.

7.2 Merchant-initiated d Mastercard, Visa 9904.00 Response is a declin
ebt recovery e, but it allows you to

validate the Debt
Recovery
payload.

8.2 Card-not-present de Mastercard, Visa 9904.00 Response is a declin
bt recovery with pay e, but it allows you to
er authentication validate the Debt

Recovery
payload.

Cybersource

Transit Test Cases

145



Transit Test Cases

Case # Transaction

Card Type

Amount

1 e e e
9.2 Card-not-present de Mastercard, Visa 9904.00
bt recovery without
payer authentication

Comments

Response is a declin
e, but it allows you to
validate the Debt

Recovery
payload.

Follow-On Transactions

12.2 Stand-alone credito Visa 20.00 [llustrates your abilit
n test case 02 y to process a credit
for an overcharged
amount.
13.2 Void on stand-alone Visa 9900.00 [llustrates your abilit
credit test case 12.2 y to void a stand-alo
ne credit that was
processe
d incorrectly.
14 Reversal of test case Visa 9900.00 [llustrates your abilit
02 y to reverse an autho
rized amount when t
he final
fare is higher than w
hat was originally aut
horized. After a
reversal, res
ubmit the correct sal
e amount.
Transaction Search
15.1 Deferred sale Visa 9900.00 Ignore the response

in order to simulate a
timeout.
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Case # Transaction

Card Type

15.2 Transaction Search

Amount

Comments

The test case 15.1sh
ould show as succes
sful, and therefore n
o} furth
er action is required.
If the transaction wa
s declined, the

transaction
would be placed on t
he deny list, and first
ride protection

or debtreco
very process should
be initiated.
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